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Foreword

My Brothers and Sisters,

Should we accept that this book is indeed a Bible? Let us use a dictionary to see what the def-
inition of a Bible is.

The first definition is marked obsolete, and just means “a book.” I think everyone would agree
that this tome is a Bible by that definition.

The second definition is the one that most know, “The Book by way of eminence . . . accepted
as of divine authority and origin.” Well, Linux has long been known for its gurus who hand out
small snippets of sage advice. Sometimes that sage advice is in many books, and beginners
are often told RTFM (Read The Freaking Manual). Easy enough for the guru to say, but when
there are so many manuals, HOWTOs, and other pieces of information scattered about, how
do you put it all together?

Therefore, a Bible is necessary. The hope is that it carries information pertinent to your own
religion, or in this case distribution. If the Bible tries to cover the information in every distri-
bution, the reader may become lost. That is why this is SUSE Linux 9 Bible, and not some
other brand of Linux.

Some people say that Linux and Free and Open Source (FOSS) are a religion and that the
people who support it are religious zealots. [ don’t think that is true, for the people I know in
FOSS are multifaceted. But when it comes to programming, we believe that Linux and FOSS
offer education, government, and business the most flexible, powerful, and lowest-cost solu-
tion. All you have to do is reach out and accept that fact.

As with any good religion, you have to practice it, study it, and really understand what is
being said to you. You also have to apply it to your life. Look for ways in your life that this
software can help you, whether to organize your life or your business better.

Many people think that Total Cost of Ownership (TCO) is simply made up of the cost of the
hardware, software, and services of the solution you pick. How naive. Total Cost of Ownership
is also made up of the cost of not picking a better solution, one that is flexible enough to solve
99 percent of your problems instead of 80 percent of your problems. How much does it cost
you not to be able to solve that 19 to 20 percent?

The freedom that you get when you use FOSS is the key to this savings, or (in reverse) the
additional earning power. To be able to fully tailor the software to meet your needs is the
greatest value of FOSS. But you can’t do this without knowledge.

That is where this Bible comes in, to give you the knowledge to go out and explore further.

So, my brothers and sisters, throw off the shackles of proprietary software and learn how to
make software do what you want it to do. Open the pages of this Bible and see your life change.
Welcome to the bright side of “The Force.”

Carpe diem!

Jon ‘maddog’ Hall
President, Linux International






Preface

Welcome to SUSE Linux 9 Bible! This book is for anyone who is interested in running a
SUSE Linux system — at home or at work, “for fun or for profit.” It covers all the cur-
rently available versions from SUSE: The “9” in the title refers both to Enterprise Server 9 and
SUSE Professional and Personal 9.x. Most of the content applies equally to previous versions
also, however. We shall also describe SUSE’s two other business products: the OpenExchange
Server and the SUSE Linux Desktop.

The book aims to supplement the documentation provided by SUSE and to show the reader how
best to carry out a particular task on a SUSE system, making full use of SUSE’s configuration
utilities. Many Linux books and “howto” documents provide generic instructions for carrying
out particular tasks; however, it often turns out that these are either incorrect in details or
unnecessarily complicated when applied to a particular distribution. In this book we aim to
describe the best ways of working with SUSE in a wide variety of situations, making full use of
SUSE’s specific configuration tools.

Too often, computer books are written only from the standpoint of “how to” perform a task
and fail to provide a real understanding of the underlying principles. Our aim in this book
is to combine a description of the steps necessary to perform a particular task with a real
understanding of what is being done.

While we discuss the use of SUSE Linux in enterprise applications, with examples based on
our own consulting experience, the book is also for home users coming to grips with Linux
for the first time. In short, we aim for SUSE Linux 9 Bible to be what you need to run your
SUSE Linux system, whatever your situation might be.

How This Book Is Structured

We’ve organized this book into five parts:

4 Part I: SUSE Linux Basics — This part introduces SUSE Linux by describing the installa-
tion of a SUSE system and discusses the fundamental concepts of Linux.

4+ Part II: The SUSE System — This part describes the use of YaST for system configura-
tion, explains Linux networking, system logs and the X Window system, and helps you
to find further documentation.

4+ Part III: Using the Command Line in SUSE Linux — This part covers the power of the
Linux command line, with chapters covering text editing and tools for manipulating
text files, as well as package maintenance and advanced networking.

4+ Part IV: Implementing Network Services in SUSE Linux — This part describes the
setup of the major network services on a SUSE system, including setting up web
servers, mail servers, and file and print servers.
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4+ Part V: SUSE Linux in the Enterprise — This part describes the place of SUSE Linux
in the modern enterprise and covers the use of storage area networks (SANs). The
configuration of the kernel is also covered. The SUSE Linux Standard Server and the
OpenExchange Server are explained in detail.

Conventions Used in This Book

Throughout the book, monospace type indicates code or commands:
This is how code looks.
Additionally, the following icons are used to call your attention to points that are particularly

important.

Caution A Caution warns you to be careful when executing a procedure or you could damage your
computer hardware or software.

- Cross- ‘X A Cross-Reference refers you to further information on a subject that you can find outside
| Reference \,  the current chapter.

e
'.'-,l\lote A Note provides extra information to which you need to pay special attention.
—
Tip A Tip shows a special way of performing a particular task or introduces a shortcut to ease
~ your way.
4

We hope you enjoy working with your SUSE Linux system as much as we enjoy working with
ours, and we know that SUSE Linux 9 Bible will be an invaluable tool to help you get the most
out of it.

DVD and Web Site

This book comes with a DVD containing the SUSE Linux 9.1 Professional distribution. To
download the complete source code for the SUSE Linux Professional Edition version 9.1, go
towww.wiley.com/go/suselinux9source. Additionally, check out this book’s web site at
www.wiley.com/go/suselinux9bible periodically for additional and updated content. For
more great books on Linux from Wiley, you can point your browser to www.wiley.com or
WWW . WroX.Ccom.
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Introduction

What is Linux? There was a time (not so long ago) when the first page of every book and
the first slide of every presentation on Linux had this obligatory question. We have
come a long way since that time, and we certainly no longer feel that we have to start our
own presentations with that slide. However, in a book like this, a brief introduction to Linux
in general can provide an appropriate entry into our discussion of SUSE Linux in particular.

Linux is a multiuser, multitasking, multiplatform computer operating system (strictly speak-
ing, an operating system kernel) that has been developed by an open source, collaborative
process involving large numbers of people all over the world. Linux is a “Unix-like” operating
system. This means that it conforms closely to a set of conventions and standards associated
with Unix; however, Linux does not contain any of the original Unix code.

Linux has been developed by the open source development method. What that means is that
all the work that is done by Linux developers is open and shared. It is open to peer review,
which encourages honesty and means that each developer is able to build upon work that
has already been done by others. Although this method is often still seen as revolutionary

in the field of software development, it is effectively the same method that has been used by
science in the Western world since about the time of Newton. The development of Western
science has been spectacularly successful precisely because it is based on the same values of
openness and shared results and because of the quality assurance provided by the scrutiny
of peer review.

This model works so well both in science and software because openness leads to scrutiny,
and scrutiny leads to improvement and the correction of errors. Openness also means the
ability to build on the results of others. Newton himself said that if he saw further than oth-
ers, it was “by standing upon the shoulders of giants.” This sums up very well the power

of collaborative development in any field. It contrasts strongly with the traditional closed
source development model: a group of programmers working in secrecy with deadlines for
work to be handed to a manager. In such a situation, a team member who knows that his work
has a bug in it has no incentive to tell anyone; when the program is finally released, no one
outside the small development group can look at the code to understand why it does not work
as advertised. In contrast, Eric Raymond coined a phrase to describe the power of having a
large open source developer community to debug code: “Given enough eyeballs, all bugs are
shallow.”

The dramatic success of Linux and of other associated open source projects such as the
Apache web server and Samba are proof of the power of the open source development
method.

Linux has come a long way since its beginnings in the early 1990s. In 1991, it was one man’s
hobby: Ten years later, in 2001, IBM announced that it was investing one billion dollars in its
Linux strategy.
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Introduction

Linux History

The beginning of Linux is usually dated to August 25, 1991, the date on which Linus Torvalds
sent a posting to the comp.os.minix newsgroup describing the work he had done so far. He
subsequently invited others to join the project, made the code available by FTP, and offered

it under a license allowing free redistribution (originally a license that he wrote himself, but

soon afterward moving to the GNU GPL).

A worldwide community quickly arose, working on the Linux kernel and submitting code and
patches back to Torvalds to be incorporated into the kernel. As time went on, the number of
people working on Linux grew rapidly, and systems were put in place to filter and channel the
incoming code; however, Linus Torvalds has stayed in charge of the whole project, which has
remained independent of any particular vendor.

The remarkable rate at which Linux grew and matured is well known: Linux is living proof of
the power of the open source development model.

Both the history of Linux and descriptions of the workings of open source development are
well described in many other publications. Glyn Moody’s Rebel Code: Linux and the Open
Source Revolution has a very good history of Linux and the open source movement generally.
The classic exposition of why and how the open source development model works so well is
in Eric S. Raymond’s The Cathedral and the Bazaar.

Both of these are recommended to any readers who want to know more about the history of
Linux and open source software, and particularly to anyone who has residual doubts about
whether free and open source software can really be secure or reliable.

In the first few years of Linux, a number of “distributions” of Linux emerged. It is important
to understand that, properly speaking, the term Linux refers only to the kernel. To create a
system that you can install and run, much more is required, including in particular the whole
range of GNU utilities and a method of installing the system. A distribution of Linux is a com-
plete set of packages built to work together around a Linux kernel, combined with a method
of easily installing the system to the hard disk.

Many of the early Linux distributions have been forgotten. But a few companies formed in the
early years began to produce important commercial versions of Linux: The most important
then were Red Hat, Caldera, and SUSE. The most influential early noncommercial (or possibly
semicommercial) distribution was Slackware, which played an important part in the early life
of SUSE (and which still exists). The Debian project began at around the same time and also
continues to this day as the “purest” Linux distribution from the point of view of the ideology
of software freedom.

Red Hat’s IPO (stock market flotation) in mid-1999 was perhaps the event that put Linux on
the map for the wider world. The subsequent dramatic rise and equally dramatic fall of the
stock price were perhaps at the same time somewhat unfortunate because it gave the percep-
tion that Linux was part of the “Internet bubble” —just another bright idea lacking a coherent
business model.

However, the continual increase in the uptake of Linux by business and its endorsement by
some of the giants of the computer industry made its importance clear even to the doubters.
Oracle announced support for Linux in mid-1998; Oracle installations on Linux are a signifi-
cant factor in the acceptance of Linux in the enterprise market. IBM began to take Linux very
seriously from 1998 onward and started offering ports of its software to Linux the following
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year (including the DB2 database and Domino server); now it forms a major part of the com-
pany’s strategy.

The past two to three years have brought us to a point where Linux is regarded as mainstream.
All major industry players in both the hardware and software sectors (apart from Microsoft
and its close collaborators) have adopted Linux or have a Linux strategy.

The takeover of SUSE by Novell at the end of 2003, and Novell’s enthusiastic conversion to
Linux, is a logical part of that process and is certain to accelerate Linux adoption globally.

SUSE History

SUSE is the oldest existing commercial distribution of Linux. The company was founded in
1992 near Nuremberg in Germany. The first release of a Linux distribution by SUSE was early
in 1994.

A very frequently asked question is “What does SUSE stand for?” SUSE is a German acronym
for Software und System Entwicklung, in other words “Software and System Development”
(not, if the truth be told, a terribly original or gripping name for a software company). However,
the full name is never used; the company has been known as SUSE since the earliest days.
More accurately, the company has been known as S.u.S.E., then as SuSE, and now SUSE as the
marketing people gradually got to work on the “corporate image” of the company, as market-
ing people are prone to do. In what follows, for simplicity we use the current form, SUSE, at
the risk of anachronism.

The company was founded on September 2, 1992. The founders were Roland Dyroff, Thomas
Fehr, Burchard Steinbild, and Hubert Mantel, all in their mid-twenties at the time. Three of the
founders were still at University studying mathematics: Thomas Fehr had already graduated
and was working as a software engineer. The original intention was that the company would do
consulting work and software development for clients; according to Hubert Mantel’s account,
this did not work out very well as work was in short supply, and after a while the group had
the idea of distributing Linux. Initially the company distributed a version of Linux called SLS
(Soft Landing Systems). Later they switched to Slackware, producing a German-language ver-
sion in cooperation with Slackware’s founder, Patrick Volkerding.

According to Bodo Bauer’s recollection, the SUSE people decided that rather than constantly
fixing bugs in Slackware before shipping their translated and enhanced version, it would be
better to produce their own distribution. They also felt the lack of a good installation and
configuration tool in Slackware. The result was that SUSE took Florian LaRoche’s Jurix distri-
bution as a starting point and started to develop YaST.

The first true SUSE distribution was released in May 1996 and was numbered 4.2 (an inten-
tional reference to the use of the number 42 in The Hitchhiker’s Guide to the Galaxy by
Douglas Adams).

At the time that early versions of Red Hat (and Red Hat clones) were ubiquitous in the United
States, SUSE Linux gained popularity in Europe. SUSE became a worldwide company with the
establishment of offices in the United States (1997) and in the U.K. (1999).

SUSE never attempted an IPO, although there were rumors that this would happen at one
stage. Instead, the company went through a number of rounds of funding from venture capi-
talist and industry sources. Over-optimism and too rapid an expansion led to a point in 2001
when the company was forced to downsize significantly to survive. After that time, stricter
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financial discipline, the release of the enterprise versions, and the growing uptake of Linux
by business put the company on a sound footing. With the takeover by Novell in 2003, the
investors recouped their investment, while the market’s approval became very clear in the
dramatic and sustained rise in Novell’s stock following the announcement.

Originally SUSE provided one product (simply known as S.u.S.E. Linux), which was released
about three times a year and was available for the x86 platform only. The current SUSE
Professional is the direct descendant of this, and the current version number of 9.1 is one
of a series that goes back to the original 4.2.

In 2000, the SUSE offering was split into Professional and Personal versions, and versions for
other hardware platforms (Alpha, Sparc, and PPC) were released.

The following year, SUSE released the Enterprise Server 7 version, and in due course, ver-
sions of Enterprise Server for [A64 (Itanium), PPC (intended for the IBM iSeries and pSeries),
5/390, and zSeries were released. SUSE developed powerful tools to aid in the process of port-
ing Linux to other platforms, and there was close collaboration with IBM in the production

of versions for the PPC-based iSeries and pSeries and for the S/390 and zSeries mainframes.
SUSE also worked with AMD on the development of a version for the “Hammer” chip (now
known as the Opteron and Athlon 64). The story goes that an entire distribution for this
architecture was completed and tested using emulation before AMD had any hardware to
offer; when the first machine arrived at SUSE from AMD, the installation CD booted and
installed flawlessly.

SUSE also released a series of mail server products leading up to the current SUSE Linux
OpenExchange Server 4. Enterprise Server 7 was succeeded by Enterprise Server 8 (available
on x86, IA64, AMD64, iSeries and pSeries and zSeries), and at the time of this writing, Enterprise
Server 9 has just been released. Prior to the release of Enterprise Server 8 (in November 2002),
the UnitedLinux consortium was established, with SUSE, Connectiva, Turbolinux, and SCO as
members. UnitedLinux was an agreed core, developed by SUSE for enterprise distributions to
be issued by the other vendors in the consortium. Following the defection of SCO from the
Linux community and its extraordinary decision to take legal actions against IBM and Linux
distributors and users, the UnitedLinux consortium lost its importance.

In the early days, SUSE appeared to be simply one of a large number of Linux distributions.
However, unlike many of the other distributions, SUSE had a developer team of real quality and
strength in numbers. This fact was not lost on IBM when they increasingly cooperated with
SUSE in development work for their high-end platforms, and it gradually became apparent that
there were really only two Linux companies that really mattered —namely, SUSE and Red Hat.

Historically, however, there were some differences between the two companies’ philosophies.
Both Red Hat and SUSE provided boxed versions of their “consumer” version for sale. Red Hat
offered ISO images identical to the CDs in the boxed product for download; SUSE did not, but
allowed an FTP installation. SUSE somewhat controversially placed a licensing restriction on
the redistribution of the YaST installation and administration tool; while the source remained
open, it was not permissible to redistribute YaST on media offered for sale. This prevented a
proliferation of SUSE clones in the way that there were numerous Linux distributions “based
on Red Hat.”

SUSE made a clearer distinction between their Enterprise and “consumer” versions than Red
Hat did. Red Hat was already offering a commercial software maintenance and support system
on its “boxed product” (Red Hat 7.x, 8.x, and so on) when it introduced its Enterprise versions
(Advanced Server and Enterprise Server). Its subsequent withdrawal of all support for the
boxed versions was something of a PR disaster for Red Hat and left many commercial users
feeling very dissatisfied and looking for other options. A considerable proportion of these
users have migrated to SUSE.
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The SUSE Family of Products

Now that we have introduced some of the history behind what this book is about, it’s time
to take a look at the software that SUSE currently offers. SUSE makes a distinction between
“Business Customers” and “Home Users”: This is essentially the distinction between the ver-
sions that are sold with a paid-for software maintenance system and those that are not.

“Home Users”

The “Home Users” products are SUSE Linux Professional and SUSE Linux Personal. These are
the direct descendants of the original SUSE Linux.

SUSE Linux Professional

SUSE Linux Professional now contains versions for both the x86 and AMD64 platforms. It
consists of five CDs and two double-sided DVDs. The five CDs form an installation set for x86
machines. One of the DVDs is an installation DVD for x86 on one side and for AMD64 on the
other; the other DVD provides the source packages. The Professional version contains a very
wide range of software, including desktop and server software and development tools. It actu-
ally contains considerably more packages than the Enterprise Server versions but should be
regarded as essentially an unsupported version.

SUSE Linux Personal

SUSE Linux Personal is for x86 only. It contains four CDs: Two of these contain the installation
set, one contains source, and the other is a “Live CD” version. This is a bootable CD that allows
you to boot and run a SUSE Linux system without installing it to the hard disk. It is intended
both as a way of allowing users to check hardware compatibility and also to let people try out
SUSE Linux before committing themselves. The Live CD is also available as a download from
ftp://ftp.suse.comand mirror sites. The Personal version is mainly intended as a desktop
system and for Linux beginners.

From time to time SUSE has issued add-on disks for the Professional and Personal versions;
the latest of these was the “Wine Rack” CD issued alongside version 9.0 and including among
other things a copy of CodeWeaver’s CrossOver Office product, which makes it easy to run
Windows programs on Linux.

“Business Customers”

The most important difference between the “Home Users” versions and the “Business
Customers” versions is the way that you pay for them. SUSE’s Enterprise Server and the
other business products are offered only together with a subscription to a paid-for software
maintenance system.

SUSE Linux Enterprise Server

The “flagship” product of SUSE is the SUSE Linux Enterprise Server (SLES). SUSE Linux
Enterprise Server is, as its name implies, a version of Linux intended for use in an enterprise
environment.

While the Professional version focuses on being cutting-edge (containing the latest versions
of software) and experimental, the Enterprise Server concentrates on being stable, support-
able, and certified. So the software packages that make up the Enterprise Server have been
carefully chosen, and the entire distribution is subject to very careful quality control and
testing. This includes the all-important certifications by hardware and software vendors.
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Hardware from the major vendors, and particularly complete server systems from IBM, HP,
Dell, Fujitsu Siemens, and others is certified against SLES. Certified software includes a wide
range of IBM products and software from SAP and Oracle. Perhaps the most important of
these from a business point of view is the certification by Oracle. Details of all certifications
for the SUSE Linux Enterprise Server are at www.suse.com/us/business/certifications/
index.html.

SLES is available for the following hardware platforms:
+ x86
4+ x86-64 (AMD64 processors: Opteron and Athlon 64, and Intel’s EM64T)
4 Itanium
4 IBM iSeries and pSeries
4 IBM mainframe (5/390 and zSeries)

On each of the supported hardware platforms, the kernel and package version numbers

are the same; the entire environment is the same apart from those details that are hardware-
specific. This consistency is guaranteed by SUSE’s Autobuild system, which is a method used
internally to create the software distribution from source code. As a result, you can develop
on one hardware platform and deploy on another, or you can move production servers from
one architecture to another and have the assurance that everything will continue to work as
expected.

The boxed copy of SLES 9 for the low-end platforms bundles the x86 and x86-64 versions
together in one box, so it contains 12 CDs in all, 6 for each platform. In each case the first CD
starts the installation and the bulk of the packages are on the other 5.

SUSE Linux OpenExchange Server

The SUSE Linux OpenExchange Server (SLOX) is the latest incarnation in a series of mail
server products that SUSE has produced based around the Cyrus IMAP server. SUSE Linux
OpenExchange Server 4 has gained considerable popularity as a mail server for medium-sized
organizations. It is a hybrid product; it combines well-known open source components with

a proprietary application server from Netline, which provides groupware functionality.

During the production of this book, it was announced that the Netline application server is to

i be released under the General Public License (GPL).

SLOX is a stand-alone product. It is based on the same Linux version as SLES 8 and uses
Postfix as its mail transport agent; Cyrus as the IMAP and POP server; and OpenLDAP for user
information, address books, and authentication. Groupware data is stored in a PostgreSQL
database.

Virtually any mail client on any platform will operate as a client to SLOX. To access the group-
ware information, you have the choice of using the web interface or using Microsoft Outlook
in essentially the same way as it is used in conjunction with a Microsoft Exchange server. The
ability to offer this functionality is a major selling point for SLOX, particularly at a time when
support for older versions of Microsoft Exchange is being discontinued.
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- Cross- ‘X SUSE Linux OpenExchange Server is covered in detail in Chapter 29.
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SUSE Linux Desktop

Whether (or when) Linux becomes a serious contender on the business desktop has been
controversial for some time. In terms of usability, the latest versions of the KDE and GNOME
desktops are comparable to Windows for most tasks. In terms of manageability, running Linux
on desktops in place of Windows could save companies money in license fees and take away
a wide range of administrative headaches, particularly in terms of security and software
licensing and auditing. OpenOffice and/or StarOffice are now capable of almost everything
that Microsoft Office can do. However, the devil is in the detail. A very powerful factor pre-
venting change is the use of particular specialized applications that may be available only

on Windows.

| =

SUSE’s spectacular success in persuading Munich City Council to move to Linux desktops got
a lot of publicity in mid-2003. Both IBM and Novell have signaled their determination to move
to Linux on the desktop internally, and despite the problems, there is a growing feeling that
there will be a wider move toward Linux on desktops.

Some months before buying SUSE, Novell acquired Ximian. Ximian’s central involvement in the
GNOME desktop project and particular applications for it (notably the Evolution mail client)
was undoubtedly one factor in that decision and signals that the enterprise desktop is certainly
part of Novell’s thinking.

It is interesting to note that Red Hat has also shown its interest in this area with the recent
release of the Red Hat Desktop.

Time will tell, and while even the authors of this book differ among themselves about the
question of how soon Linux desktop adoption will take off in business, we have no doubt
that SUSE is committed to Linux on the desktop.

The SUSE Linux Desktop is a business desktop version that is offered with a software main-
tenance agreement and that additionally includes licensed copies of Sun’s StarOffice and
CodeWeaver’s CrossOver Office (for running Windows applications) and a Citrix client. The
software comes on five CDs, and there is a surprising amount of software included. The inclu-
sion of CrossOver means that users can install and run most versions of Microsoft Office if
they need to.

At the time of this writing, an updated business desktop version is under development. No
release date has yet been announced, but it is rumored that it will be a Novell-branded ver-
sion based on the current SUSE release with a default Ximian GNOME look and feel and will
add integration with certain existing Novell technologies, including iFolder.

Standards compliance

As multiple Linux distributions became available, users began to express concern that multiple
distributions would lead to a fragmentation of Linux. The concern was based on the history
of fragmentation within proprietary Unix, where the different vendors each developed their
own versions in incompatible ways. To prevent this, standards (initially for the layout of files
and directories on the system, but since covering much more than that) were proposed.
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LSB

All current SUSE versions comply fully with and are certified against the Linux Standards
Base. The Linux Standards Base is a set of standards agreed to by representatives of the
Linux community and documented at www. 1inuxbase.org.

The LSB provides detailed specifications for the behavior of system libraries, package for-
mats, system commands, and the filesystem hierarchy. The existence of the LSB is a powerful
preventative against the fragmentation of Linux, and it is encouraging that both Red Hat and
SUSE have supported the LSB, helping to prevent the kind of fragmentation that occurred in
the world of commercial Unix. The LSB standard includes POSIX compatibility tests. These
essentially indicate compliance with (but not certification against) the POSIX (Portable
Operating System Interface) standards, which are a standard adhered to by the commercial
forms of Unix. The POSIX standard facilitates the porting of code between compliant systems.

SUSE has been a strong supporter of the LSB and has always aimed at full compliance, believ-
ing that common standards for Linux encourage wider adoption and benefit all Linux vendors.

EAL security certifications

The EAL certifications are provided by a body (the Common Criteria Evaluation and Validation
Scheme) that was set up under international agreements. SLES 8 was certified EAL3+ at the
beginning of 2004, and in cooperation with IBM, it is Novell’s intention to move toward higher
levels of EAL certification, which allow products to be used in government and defense appli-
cations that require security certification. SLES 9 is now under consideration for the EAL4+
certification. The acquisition of the EAL certifications is part of a process that is leading to
wider industry acceptance for SUSE Linux. Accelerated adoption by governments and the
military will also promote more general acceptance elsewhere.

Carrier Grade Linux

SLES 8 and 9 both conform largely to the latest standards set for Carrier Grade Linux by the
Open Source Development Labs (for the needs of the telecom industry).

Licenses, maintenance, and support

The licensing of Linux and open source software is a complicated subject and one that can
cause serious confusion as well as controversy. Even the term open source is controversial.
We have referred here to open source software and the open source community; not all users
of Linux and free and open source software would like that terminology. Some prefer to refer
simply to free software or to FOSS (free and open source software) or FLOSS (free, libre, and
open source software).

The most important free software licenses are the GPL (the GNU General Public License) and
the BSD license, but several other licenses are regarded as “free software” licenses. There are
differing views in the open source community as to which licenses should be accepted, but
licenses that are accepted by the Free Software Foundation’s (FSF’s) Free Software Definition
(www.gnu.org/philosophy/free-sw.html) and/or according to the Debian Free Software
Guidelines (www.debian.org/social_contract.html) will be accepted as free or open
source software by most people.

What all these licenses have in common is that they allow the right to free redistribution and
modification of the software. Where they differ is in the responsibilities that are tied to that
right. The GPL in particular requires that any modifications that you make to a program be dis-
tributed under the same license. This prevents GPL-licensed software from being incorporated
into commercially licensed products, while the BSD license does not have this requirement.
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The Linux kernel itself is licensed under the GPL. However, all Linux systems include a large
number of packages, and not all of these are licensed under the same license. The packages
included in SUSE Linux Professional and SUSE Linux Enterprise Server are almost all licensed
under one of the licenses mentioned previously. However, SUSE Linux Professional includes a
small number of packages that are commercial demo versions, or that SUSE has been given
permission to distribute in binary form, although they are not free software. Examples from
SUSE Professional 9.1 include the TextMaker word processor and the PlanMaker spreadsheet
from SoftMaker.

Until very recently YaST (the SUSE installation and administration tool) was licensed under

a special license, which meant that although the source was open, it was not “free software”
under the definitions mentioned previously. As noted earlier, this prevented unauthorized
copies of SUSE installation disks from being legally sold and stopped other distributions from
being based on SUSE in the same way that the original Mandrake distribution was based on
Red Hat, for example. Since the release of SUSE Professional 9.1, YaST has been licensed under
the GPL.

The OpenExchange Server includes software that is licensed under a traditional commercial
software license, namely, the Comfire groupware application, which was developed for SUSE
by Netline. This has a license based on the number of concurrent groupware users; license
keys have to be added to the server to enable the required number of connections by clients.
This situation will change in the future following the recent release of the Netline software
under the GPL.

Maintenance

The SUSE Linux Enterprise Server is offered only in conjunction with a maintenance agree-
ment. There is an important distinction to grasp here (though to some people’s minds it might
appear a rather fine and legalistic one). When you buy a copy of SLES, you are not paying for
a license to use the software. What you are paying for is an agreement to use SUSE’s software
maintenance system. The price of that agreement depends on the hardware platform and in
some sense is set by an arbitrary decision on the part of SUSE. But it means (as you might
expect) that to run SUSE on an IBM mainframe will cost you more in the payments you make
to SUSE than running SUSE on an Intel server.

The software maintenance agreement allows you access to a customer area on SUSE’s web
site where you can find support articles and other information regarding the particular ver-
sion you have registered, as well as details of bugs and security issues and patches to fix
them. More important, it provides you with the ability to get patches for your version directly
through the YaST online update service. SUSE’s record on fixing security issues is remarkably
good; patches for the maintained products are regularly provided as a matter of urgency often
within hours of a vulnerability’s becoming known.

It is for precisely this reason that business customers choose to run SLES rather than SUSE
Linux Professional or (for example) Debian or some other non-maintained distribution. They
like the assurance that a guaranteed maintenance system offers. In addition, the fact that
SUSE can provide commercial support is of the greatest importance to those who are running
business-critical applications.

The maintenance agreement is a renewable one; you have to renew every year.

The question of whether you need to run a maintained version or whether you can get by
using SUSE Professional (or Debian or Gentoo for that matter) depends on your application. If
you are running just a web server serving static pages and you are aware enough to look out
for security issues with Apache and SSH, then you may be happy to run on any distribution
and pay nothing in maintenance. On the other hand, if you are running Oracle, you won’t get

XXXIX
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any support from Oracle unless you are running on an Oracle-certified platform. Clearly, all
kinds of scenarios exist between these two extremes, where the more you know and the more
capable you are, the less you need a software maintenance program. In any case, SUSE’s main-
tenance program can give you peace of mind.

Support

SUSE offers commercial support on its business products at two levels: Premium Support
and Standard Support. Details are available at www.suse.co.uk/uk/business/services/
support/index.html.

This is an additional service on top of maintenance; the maintenance fee that you pay for a
copy of SLES does not qualify you for support beyond installation support. These services
are available only on the business versions; you cannot obtain this type of commercial sup-
port from SUSE for the Professional or Personal versions.

YaST

YaST is the SUSE installation and administration program. YaST stands for “yet another setup
tool,” and it is fair to say that YaST is really what distinguishes SUSE Linux from other flavors.
YaST is what makes SUSE SUSE.

YaST is a modular program —there is a YaST core and a large number of modules that it can
call. Third parties can also write YaST modules. This has been made easier by the new GPL
license for YaST; SUSE’s major hardware partners can now be expected to write modules to
control their products.

YaST has been written with a useful degree of abstraction. You can use it either in graphical
or text mode, with exactly the same functionality. This is important and allows you to admin-
ister a machine over a text-only remote SSH connection. YaST can also operate in Virtual
Network Computing (VNC) mode, even during installation so that you can connect to a YaST
session graphically from a VNC client running on any platform. This means you can start the
installation and then control it remotely across the network.

As an installer, YaST is extremely easy to use; it has powerful hardware detection capabilities
and generally “does the right thing.” As an administration tool, YaST is sometimes criticized
for being too monolithic — it attempts to control every aspect of the system and with each
release adds modules to configure yet more services. These criticisms have some substance,
but there are two points to be made here: First, each advance in YaST has made SUSE Linux
easier to administer in practice, and second, YaST modules have been very carefully written
so that you are almost always made aware if you have made a manual configuration change
that might be overwritten by YaST. Note that you are not forced to use YaST for configuration;
you can choose to make all the changes to configuration files manually. But when you use
YaST, it will respect the manual changes you have made by creating alternative copies of the
changed configuration files.

YaST uses the /etc/sysconfig directory to hold configuration information. When YaST exits,
it first runs a utility called SuSEconfig that propagates the changes that have been made in
this directory through the system.

- Cross- ‘X Further details of the use of YaST are included throughout the book, and particularly in
| Reference \,  Chapter 9.
p——

Now that we've introduced you to the subject of the book, it’s time to delve into Chapter 1,
where you will start to realize what a powerful and versatile operating system you have in
SUSE Linux. Enjoy!
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Installing SUSE 9.1

The most important part of getting Linux up and running is
installing the system. Unfortunately, this is also where most users
encounter problems because of differences between the types of
information that you need to know when installing Linux versus
Windows. This chapter will demystify the process by helping you
through the installation, pointing out any stumbling blocks that you
may hit upon, and offering suggestions for resolving them.

The program used to install SUSE Linux is known as YaST, which
stands for Yet another System Tool. (The “Yet another . . .” naming
convention is a standard Unix/Linux naming convention, intended to
humorously reflect on the number of similar tools that different peo-
ple and companies have developed to do specific tasks in their
favorite, customized fashion. YaST provides a framework that sup-
ports independent modules that perform a variety of administrative
tasks, including modules for installation, all system administration
and configuration tasks, and subsequent system updates. The YaST
interface that you use for installation is therefore very similar to the
interfaces that you will use for system configuration and administra-
tive tasks when you have completed your SUSE Linux installation.
Powerful and well-designed, YaST will quickly become your friend.

Selecting Your Installation Method

/

'Note

You can install SUSE in numerous ways. Different installation meth-
ods are useful in different circumstances. The most common and
recommended installation method is to use the installation media
provided with the boxed SUSE Linux product. This book focuses on
installing SUSE Linux Professional 9.1 via the CDs provided with the
SUSE Linux product. Installing SUSE Linux using the DVD that is also
provided in the boxed SUSE product follows essentially the same pro-
cess, but with the added bonus of not having to switch CDs.

The DVD included with this book provides the SUSE Linux

i Professional 9.1 distribution.

You can install SUSE Linux in the following ways:

4+ Compact disc— The easiest and most common form of installa-
tion, because almost every modern computer system includes a
CD drive. This is the standard way to perform a fresh installation
of SUSE Linux on a computer system.

4+ DVD — A popular form of installation that saves you from
having to swap out multiple CDs, but the computer system
on which you are installing SUSE must contain a DVD drive.
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Different Installation Sources

This chapter focuses on installing SUSE Linux from the DVD that was packaged with this book or
from the installation discs you have purchased. However, your installation discs and the installa-
tion DVD that is packaged with this book (like all SUSE installation media) also support a num-
ber of other installation sources. If you want to make sure that you get the latest SUSE
installation on your system, you may want to select Manual Installation from the initial menu of
the boot DVD, select the Start Installation option, and then select the Network source medium.
This enables you to select from a variety of different installation sources, including FTP installa-
tion, which enables you to install SUSE from a network source, such as one of SUSE's up-to-date
repositories. (Other network installation mechanisms include HTTP, NFS, SMB, and TFTP,
although FTP is the most common.) To install SUSE from a network source, you must first have
used the installer's Network Modules screen to install the drivers for the network card in your
computer, and the computer on which you are installing SUSE must also be connected to the
Internet. Although this requires some knowledge about your computer system’s hardware, it is a
great way to get the latest and greatest version of SUSE Linux. As noted earlier, the DVD pack-
aged with this book provides the most recent version of SUSE Linux Professional Edition avail-
able at the time that this book was written. To get the latest and greatest version of SUSE Linux
and all of its patches, you can always install this version and then update it using the YaST Online
Update module that is discussed in Chapter 9.

Because of the amount of storage available on a DVD, the SUSE Linux DVD also includes
some packages that are not available on the CD installation set.

4 Manual installation — Manual installation requires that you boot from a SUSE CD but
provides more control over the source of the packages used when installing SUSE
Linux. For example, this installation method enables you to install SUSE from a central-
ized network repository where the SUSE Linux packages are located, using network
protocols such as FTP (File Transfer Protocol), HTTP (Hypertext Transfer Protocol),
NFS (Network File System), SMB (Server Message Block, the Windows file sharing pro-
tocol), and even TFTP (Trivial File Transfer Protocol). This is a common installation
method when you want to install SUSE on a large number of networked computer sys-
tems. Manual installation also enables you to install SUSE from an existing hard drive
partition where the SUSE packages are installed. You can use Manual installation to
install SUSE from a portable, external hard drive.

4 AutoYaST — AutoYaST is an advanced installation method that enables a system
administrator to create a profile file that can be used to automate installing SUSE Linux
on any number of identically configured systems.

As you can see, each installation method has its own advantages and disadvantages, and
some are specifically targeted toward technically sophisticated users or system administra-
tors who are installing SUSE into existing networked environments. The remainder of this
chapter focuses on installing from CD or DVD, but also provides an overview of using SUSE’s
network-based installation.

Starting Your Installation

Inside your SUSE box you should find the SUSE manuals (which are considered amongst the
best Linux manuals available) and the media case.
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The media case contains five CDs and two double-sided DVDs. One of the installation DVDs is
installable, while the other contains the SUSE Linux source code. The installable DVD has two
sides, one used to install SUSE on standard Pentium-class PCs, and the other containing an
installable version of SUSE Linux for 64-bit systems. Each side of the DVDs is labeled in
extremely fine print around the center ring of the DVD. Depending on the hardware in your
computer system, installing from DVD is the least time-consuming installation method.

Insert the first CD or the bootable DVD in your system'’s optical drive. If you are booting from
DVD, make sure that the side that you want to boot from is facing up in your DVD drive.

Next, enable booting from the optical media drive on your computer to start the installation
routine. During boot up of the machine, you need to enter the BIOS and set the order in which
your system will probe attached devices looking for bootable media. You can enter your sys-
tem’s BIOS setup routines by pressing a special key when booting the machine. Typically, this
is the F2, Delete, or F1 key — check your system’s boot screen for BIOS Setup instructions,
which are usually displayed at the bottom of the screen. When you’ve entered the BIOS setup
screens, different BIOS have different ways of configuring your system’s boot sequence. You
may find the options you are looking for under Startup Items, Boot Options, or under your
Advanced settings. Make sure that your CD or DVD drive is probed before your floppy disk,
hard drives, or network. Once set, save the new settings, and your machine will reboot.

At this point, your system should boot from the first SUSE CD or the DVD, and you will see
the welcome screen (see Figure 1-1).

If your system does not display a screen like the one in Figure 1-1, reboot and hold down the

5 Shift key while your computer system boots. This will reboot your system into a text-mode

<} installer that follows the same general sequence as the graphical boot process described in this
chapter, but has fewer dependencies on the capabilities of the graphics card in your machine.

Willkommen

Welcome

Bienvenido

#
i

S u S e Vitejte

Benvenuto o
Lo ==

Bienvenue

Figure 1-1: The SUSE Welcome screen

As you can see, SUSE caters to many languages, reflecting its European origins and widespread
audience (which should only continue to increase now that SUSE is owned by Novell).
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Selecting boot options

When the boot splash screen has finished, you will be asked to select how you wish to install
SUSE, as well as some other helpful options for booting your system (see Figure 1-2).

from Hard Disk

g sYsTem
Memory Test

Boot Options

Fl Help FZ 80O % 60O F3 CD-ROM F4 English F5 Silent F6 Driver Update

Figure 1-2: Boot options

The boot menu offers more than just installation options, although the most common selec-
tion is the standard Installation item. We discuss the other six options in detail because at
some point in the life of a SUSE user you will likely need to use the others.

4 Boot from Hard Disk — This is the default setting if you do not interact with the boot
sequence. It’s the default because your system automatically reboots as part of the
installation process to load the kernel that is installed on your hard drive during the
initial phases of the installation process. If you forget to remove the installation media,
the system will still boot off the hard disk and the install routine can continue.

4 Installation — This is the standard option that most users should select. It will boot
from the CD and start the install routine (YaST). We discuss the rest of the process in
the remainder of this chapter.

4 Installation — ACPI Disabled — Advanced Configuration and Power Interface (ACPI)
is a feature of most new processors that controls power management and the way
interrupts are handled by the system hardware. You should select this option if you
encounter problems during the installation process, such as if your computer system
“goes to sleep” (blanks the screen and powers down the drives) and if pressing the
appropriate keystroke does not wake it up again.

4 Installation - Safe Settings — As with the ACPI Disabled installation method, this turns
off some of the features of the kernel that can cause problems with buggy or old system
hardware. You should select this option if you encounter problems during installation,
and they do not seem related to power management.
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4 Manual Installation — This will boot the kernel normally, but will drop you into a text-
based version of YaST that enables you to select advanced installation mechanisms
such as a network or hard-drive install. You must select this option if you want to use
these installation methods.

4 Rescue System — The Rescue System enables you to correct system problems, such as
disk corruption or lost passwords, by booting from the installation media and subse-
quently correcting system problems. The Rescue System is quite a feature-rich system
that you can use to load and edit filesystems, as well as change the settings of an
installed system.

4 Memory Test— SUSE has been very kind and integrated a memory test suite in the sys-
tem boot menu. The memory test will run long and exhaustive tests on your system’s
memory and warn you of any anomalies that it encounters on the way. We have used
this a few times with systems that don’t quite seem to be running as we expect, and it
has been able to tell us that a DIMM (Dual In-Line Memory Module) has indeed failed.

In this chapter, we will select the standard Installation option in the boot menu.
Note SUSE has changed the original boot splash screen to be something more akin to the
Y~ Windows boot up (see Figure 1-3). While this is fine for first-time users, it is something that

will infuriate hard-core Linux users. SUSE is aware this may be a problem for some users, and
pressing F2 while the system boots up will allow you to see the kernel and init messages.

Press 2 for details

sSuse

Figure 1-3: Booting SUSE installation
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Tip

So far, the system has booted a minimal Linux kernel that is sufficient to run the installation
process and execute the SUSE installer and the various utilities that it uses to probe and con-
figure your system. SUSE’s YaST installer now begins to collect information that it will use to
configure your system to match your personal and hardware requirements.

The installer uses a very different boot process than that used by a standard SUSE Linux sys-
.. tem.The standard Linux boot up sequence will be discussed in more detail in Chapter 4.

Configuring language settings

When the system has booted, you will be asked to configure your language settings (see Figure
1-4). SUSE has put a lot of effort into supporting as many languages as possible to accommodate
a large audience. All language options are shown in their respective dialects and associated
fonts. When your language has been selected, the installer will instantly change the system
language and allow you to continue the installation process in that language.

N e T s
Z3 Welcome to SUSE Linux.
Base Installation
= Language
e |nstallation Settings Selecryodrisnguage:
» Perform Installation
Configuration Dansk s
® Root Password Deutsch
e Online Update English (US) -
® Users Espafiol
s CleanUp Frangais
* Release Notes EAMVIKG
* Device Configuration ltaliano
HAERE
3
Lietuviy
Magyar %
f Abort Accep
& R

Figure 1-4: Selecting the system language

When you've selected your language, click the Accept button or use the keyboard shortcut
Ctrl+A.

During the installation routine, you can control the screen with your keyboard using acceler-
ators. Any option on the screen can be selected by pressing the Control key (Ctrl) and the
accelerator code, signified by an underlined character in a button or a GUI element. For exam-
ple, in Figure 1-4, pressing Ctrl+R will abort the installation while Ctrl+A will accept the setting
you selected and proceed to the next screen.
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Selecting and Customizing Installation

Next, you may be asked for the type of installation that you wish to perform (see Figure 1-5).
For example, if you are installing SUSE Linux Professional on a system on which an operating
system is already installed, YaST allows you to upgrade an existing SUSE installation, which is
usually a very smooth process.

If you are installing SUSE Linux Personal edition, you will not see this screen because the

et Personal edition does not support upgrades. In that case, skip ahead to the discussion of
Figure 1-6.
NG -

_,'_-3 Installation Settings
Base Installation

v Language

= Installatinn Settinns
e Perform || it appears that your machine *
has a Linux system installed.

Click any headline to make changes or use the “Change..." menu belo

~Please select
Configural
® Root Pas|| To verify this, existing

* Network || partitions must be mounted.

= New installation
_ Update an existing system

s Online yj|| This can be a Repair Installed System
e Users time-consuming process for

2 Boot installed system
large partitions.

= CleanUp

* Release || please choose what to do: Abort Installation
* DeviceC

Select New Installation if
there is no existing Linux p~
| system on your machine or if #

.. .
A Abort Accept

Figure 1-5: Selecting installation type

The installation options shown in Figure 1-5 are the following:

4+ New installation — Indicates that you want to install SUSE Linux for the first time,

regardless of whether that disk already contains an operating system. Any existing
SUSE or other Linux installation on the hard disk will be ignored. If you are installing
SUSE for the first time on a disk that already contains an operating system other than
Linux, such as Microsoft Windows, this is still the right option to select. Information
about installing SUSE on a disk where another operating system is already installed
(and you want to preserve that operating system) is provided in the disk partitioning
part of the installation, described in the next section of this chapter, “Partitioning your
disks.” The final stage of the installation process asks you to confirm your selections
before it makes any changes to your disk—don’t worry!

9
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<+

+

Update an existing system — Upgrades an existing SUSE Linux installation to the ver-
sion on the media that you are installing from. When upgrading an existing SUSE instal-
lation, YaST checks the existing RPM database (the Red Hat Package Manager database
where information about installed software is located) and upgrades the components
that are already installed, resolving any dependencies it needs. Any errors in RPM
dependencies can then be changed manually if the need arises.

Repair installed system —If you had hoped to upgrade an existing system but cannot
because you receive error messages about disk or filesystem problems, selecting this
option causes the SUSE installer to perform a number of maintenance procedures, such
as checking the consistency of the filesystem(s) in your existing installation. If these
complete successfully, you can then proceed with the upgrade. If not, you may need to
reboot your system and select Rescue Mode from the first installer screen in order to
correct these problems before you can proceed.

Boot installed system — Enables you to check your existing system before you decide
whether to do a new installation or upgrade it. Booting an installed system will use the
install kernel to mount an existing SUSE installation and traverse the init tree to allow
the user to repair or use the system. You may encounter problems or see error mes-
sages because the modules of the installed system will very likely not work with the
SUSE install kernel. This will enable your system to boot, but you may not be able to
access specific devices that are associated with modules that could not load.

Abort installation — Aborts the installation process and reboots your system. If you
really do not want to proceed with installing SUSE Linux at this time, make sure that
you remove the SUSE boot media from your optical drive quickly.

In most cases, you will want to select New installation. The remainder of this section concen-
trates on a new SUSE installation.

Selecting New installation takes you to the Installation Settings screen (see Figure 1-6).

Clicking any heading in this section enables you to modify that aspect of your installation.
Similarly, selecting the Change button displays a pop-up from which you can select any of the
headings on this screen to change or examine the relevant aspects of the installation to guar-
antee that they meet your requirements.

<+

+

System — Displays a dialog showing the hardware that the installer detected in your
system. You cannot change these values.

Mode — The installation mode. This was selected in the previous screen, but here you
can change this during customization if needed.

Keyboard layout — Select the keyboard set used for the system and the installation
process.

Mouse — Select the mouse type for installation. This also helps with the configuration
of X later in the process.

Partitioning — One of the most important aspects of installing a Linux system.
Partitioning configures the target hard drive for the installation of an operating system.

Software — Selection of predefined software profiles, as well as individual software
packages.

Booting — Configuration of the Linux boot loader. The boot loader bootstraps a loader
at bootup that allows the user to boot not only Linux, but also any other operating sys-
tems in the system.
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4+ Time zone — Set the time zone of the system based on either your location or specifi-
cally setting the GMT offset.

4+ Language — Set the language of the system and also the installation process. This was
already set earlier in the installation process.

4 Default Runlevel — Set the initial boot runlevel for the system. Runlevels are discussed
in Chapter 4. For now, the default value (runlevel 5) is acceptable.

4+ Reset to defaults — Remove all changes you have made and start from scratch. This is
useful for testing installation mixtures and seeing how these affect your system.

Throughout the remainder of the installation, we talk in more detail about what these settings
do to your system and we also discuss the ways in which you can change these settings.

[V ) —— -
\-/-:-..\___ o
= : 5
% Installation Settings
Base Installation
v language Click any headline to make changes or use the “Change..." menu belo
= Installation Settings p
* Perform Installation System
Configuration * Processor: fff08
® Root Password * Main Memory: 224 N gystem. ..
*  Network
t.v Mode Mode. ..
* Online Update Keyboard layout...
* Users * New installation Mouse...
s CleanUp i
Partitioning...
N Keyboard layout e
* Device Configuration * English (UK) ;ooting
Mouse Time zone...
Language...
® |ntelliMouse Explore Default Runlevel
+*
D mebiin i Reset to defaults *
Change... vk
.. .
F Abort Accept
«y

Figure 1-6: Installation customization

Partitioning your disks

YaST initially chooses a partitioning scheme based on your disk layout. It is very likely that
the installation default will be fine (see Figure 1-7) for a first-time user. For other users, YaST
allows you to control the layout of partitions on the disk, the type of filesystems that are used
on those partitions, and any options that will be used when mounting them.

One key thing to know when defining and experimenting with disk partitioning is that none of
the changes that you are defining are actually performed until you explicitly tell YaST to pro-
ceed with the installation. You can make as many changes or experiment with different parti-
tioning schemes as much as you want without actually committing those changes. Aborting
the SUSE Linux installation at any time before this point will leave your system'’s disk exactly
as it was when you started the installation process.

11
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¥asT has checked your hard
disks and proposes the
displayed partition setup for
your hard drive.

You can continue with this
proposal based on YasT's ideas.
Activate the second radio button
in this case.

If YaST's suggestion does not fit
your intentions, create your own
partition setup starting with the

v, Suggested Partitioning

* Format Partition /dev/hdal 203.7 MB (for swap)
* Create root partition 11.7 GB (/dev/hda3 with reiser)

partitions as currently present
on the disks. Activate the third

radio button in this case. This is Choose

also the option to choose for =) Accept proposal as-is

advanced options like RAID and Bage paftiion skl onthis profiassl
LVM,

) T&eate custom partition setup

Back Abort

Figure 1-7: Partitioning

What you do next depends on your requirements:

+

<+

If you want to accept the default partition layout selected by YaST, skip ahead to the
section of this chapter entitled “Selecting software for installation.”

If you are installing SUSE on a computer where another operating system, such as
Microsoft Windows, is already installed and you want to preserve that operating sys-
tem or any of the data that it contains, read the next section for details on the changes
that YaST will make to your disk.

If you are an experienced Linux user and want to specify your own customized parti-
tioning scheme, select Partitioning from the menu shown back in Figure 1-6 to have full
control over the partition layout of the system. Select the Create custom partition
setup radio button shown in Figure 1-7, and click Next. Then, select the Custom parti-
tioning - for experts radio button, and click Next (see Figure 1-8). This will present you
with the option to create and delete partitions, as well as other advanced options such
as software RAID and cryptographic filesystems.

If you are creating your own partitioning scheme and do not already have an operating sys-
tem on your computer that you want to preserve, skip to the section “Primary and extended
partitions.”
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\fa

N CT

All hard disks automatically v, Preparing Hard Disk -- Step 1
detected on your system are
shown here. Select the hard disk
on which to install SUSE Linux,

You may select later which part
of the disk is used for SUSE
Linux,

The custom partitioning

option for experts allows full Choose a hard disk

control over partitioning the 1: 1. IDE, 15.00 GB, /dev/hda, CntxCorpHD
hard disks and assigning

partitions to mount points when +) Custom partitioning -- for experts

installing SUSE Linux.

X

Back Abort

Figure 1-8: Selecting custom partitioning

Resizing existing operating system partitions

Nowadays, it is quite common to have systems that can boot multiple operating systems.
Such computer systems enable users to take advantage of the power and applications avail-
able in each operating system by selecting between available operating systems when you
boot the system. These are typically referred to as dual-boot systems because most people
install at most two operating systems on a single machine. However, because more than two
operating systems can be installed on a single disk, the proper name is multi-boot, which is
the term used in this section. The number of operating systems that you can boot and run on
a single computer is really limited only by the amount of disk space available on your com-
puter system.

With SUSE Linux, the most common type of multi-boot system is a system that can boot
either SUSE Linux or some version of Microsoft Windows. Windows will be used as an exam-
ple throughout the rest of this section, although the same general concepts are true when
setting up multi-boot systems that will run SUSE Linux and any other operating system.

Explaining how to install Windows on an existing SUSE Linux system is certainly not relevant
to a discussion of installing SUSE Linux. However, the reverse is not true. Installing SUSE Linux
on a system that already runs Windows, and on which you want to be able to continue to run
Windows, is a common wish. This is quite easy to do and involves only resizing your existing
Windows partition(s) so that sufficient contiguous space is available for installing SUSE.

13
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If you have selected a new installation on a system that already contains an operating system
such as Windows that you want to preserve, and if the disk or Windows partition in that sys-
tem has sufficient free space to install SUSE Linux, YaST will propose a solution based on
resizing your existing Windows partition and automatically creating appropriate swap and
root partitions. If at all possible, you should accept this default selection.

If you do not have sufficient free space to install SUSE Linux and YaST cannot automatically
resize your existing operating system partitions, your only alternative (besides adding
another disk to your system) is to abort the SUSE install process, remove the installation
media, and reboot into your other operating system. You must then free up sufficient disk
space and clean up the organization of your operating system’s partition(s) using a utility
such as Windows’ Disk Defragmenter. If there is sufficient unused space on your Windows
partition, you should then be able to restart the SUSE installation process and let YaST select
appropriate partitioning and resizing values for you.

- Cross- ‘X For more on setting up dual-boot (multi-boot) systems, see Chapter 4.
| Reference \
p——

Primary and extended partitions

In this section, we start with a clean disk to create the partitions needed to install SUSE. If
you wish to remove the partitions on an existing installation of an operating system, select
the partition and press the Delete button. You will be asked to confirm this, and the partition
will be removed.

If you select Create, you are prompted for the type of partition you wish to create (see Figure
1-9). In the PC world, the BIOS can access only four primary partitions. These can be thought
of as four physical boundaries on the disk, with separate data and filesystems on each. With
Linux, you need at least two partitions, and if you have Windows on another partition, and a
data or home disk on the other, you may quickly run out of ways to expand the way your disk
is laid out. To combat this, logical and extended partitions were designed. An extended parti-
tion is a placeholder for further logical partitions, and it is a good idea to create one extended
partition (which takes up one of your primary partitions) and create logical partitions to
accommodate further partitioning schemes in the future.

The most common way to partition disks for home Linux use is to have one primary partition
for the Linux root partition, a second primary partition for the swap partition, and then an
extended partition for any other (logical) partitions that may be needed. Using extended and
logical partitions grows the amount of total partitions you can have in a system to 16, which
is usually more than enough.

Select the Primary partition radio button and click OK to proceed.

Defining filesystems

Once a primary partition has been created, you need to define the format in which a filesys-
tem should be created on that partition, its size, and the mount point for that filesystem.
Linux and Unix use the definition of mount points in the same way that Windows uses drive
letters. The advantage with Linux is that the whole system is hierarchical in nature, and
therefore access to data on disks, network drives, and partitions can be kept under one man-
ageable tree structure.
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Partition your hard disks. .. Bt - Expert Partitioner
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Create Edit Delete Resize

Figure 1-9: Creating a partition

Swap partitions

The first partition you need to create is the swap partition. Most modern operating systems
use swap partitions, also referred to as swap space, to support virtual memory. Virtual mem-
ory is a technique for enabling a system to use more memory than is physically available to
the operating system. Processes on the system that are inactive or are waiting for input are
copied from physical memory into swap space, known as swapping out a process. At this
point, the physical memory associated with those processes can be reused by the operating
system. When the process can run again, such as when input is available, it is copied from the
swap space back into memory and continues execution. This is known as swapping in a pro-
cess. The way in which processes are swapped in and out of memory is simple in theory, but
is triggered by a number of internal metrics that are maintained and constantly updated by
the kernel.

You should always create a swap partition on a Linux or Unix machine as the workload on
any system can never be fully quantified beforehand and running out of physical memory
without swap space causes processes to crash or be unable to execute in the first place.

The window to create a filesystem/partition can be quite daunting for new users (see Figure
1-10). SUSE and the other distributions try to make the process as simple and usable as possi-
ble. Selecting the format of the filesystem is primarily a concern when creating data partitions
or for advanced users, as discussed in the next section. When creating a swap partition, you
must select Swap as its format. You will notice that the mount point will also change to be
swap because the swap partition is not mounted like a data partition but is used internally by
the Linux system.

15
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- Cross-

\ Reference

Tip

Filesystems are discussed in more detail in Chapter 3.
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Figure 1-10: Creating filesystems

Start and end cylinders are often new concepts to new Linux users who are used to data sizes
being defined in mega- and gigabytes. YaST allows you to enter the size of a partition in
human readable form, such as MB and GB. The start cylinder, as this is the first partition on
the disk, is 0 (the start of the usable space on the disk), and the end cylinder is what we need
to change. It is usually customary to select a swap size that is 1.5 times the amount of physi-
cal RAM in the system, but this is subject to much conjecture. A reasonable swap size should
be considered based on the workload of the machine you will be using, and as most modern
PC systems have at least 512MB, it is safe to use the standard 1.5 times physical memory. To
specify that you want the swap partition to be 750MB, enter +750M in the End cylinder entry
box. The + signifies that you want to add space, the number is the unit of space needed, and
the M specifies that the amount of data is expressed in megabytes. You can also specify G for
gigabytes, which you will be using in the following example of creating a root partition.

After entering the size of your new swap partition, click OK to proceed.

At a bare minimum, the filesystems that need to be created are the swap space and a root

(/) filesystem. However, for ease of use and manageability, the creation of a /home partition

# can help keep your personal data separate from the system partition and also allow you to
keep your data in the unlikely event that you want to do a total reinstall of Linux. See the sec-
tion on “Data partitions” later in this chapter for more information.

In this example you are creating the bare minimum, the swap and root partitions.
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The root partition

Once the swap space has been created, you need to configure the root (/) partition (see
Figure 1-11). The root (/) partition is the most important data partition on any Linux or Unix
system, and is the only non-swap filesystem partition that is required in order to boot a
Unix or Linux system. The root partition takes its name from the fact that it is the partition
mounted at the root of the Unix/Linux filesystem, which is the directory known as “/”. A
filesystem must be mounted on this directory to successfully boot a Linux system. The root
filesystem contains core directories required to boot Linux, such as the directory through
which devices are accessed (/dev); the directory containing system administration, configu-
ration, and initialization files (/etc); the directory in which critical system libraries, kernel
modules, security, and internationalization information are located (/11b); and directories
containing critical system binaries (/sbin, /bin, and so on).

~ —_— -
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Figure 1-11: Creating the root partition

By default, creating this partition will automatically use the remaining unallocated space on
the hard drive, which is fine for our example. However, if you need to create another parti-
tion, /home, for example, you specify the size of the partition explicitly as you did with the
swap space. See the next section, “Data partitions,” for an overview of why you may want to
create additional partitions.

The default type of filesystem used in SUSE is the Reiser filesystem, often referred to as the
ReiserFS. It was one of the first available journaling filesystems for Linux, and a lot of the
work was funded by both SUSE and mp3.com. A journaling filesystem dedicates a specific part
of the filesystem for use as a cache of pending writes to the filesystem; this ensures that
filesystem updates occur in a clean, atomic fashion; and allows a fast recovery if the system
is not cleanly shut down. Ordinarily, when a Linux system is shut down, it ensures that all
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pending writes to each filesystem have completed, and then detaches the filesystems (known
as unmounting them) to guarantee that all system data is consistent before the system is
turned off. Using a journaling filesystem does not mean it is safer to just power off the
machine, as data loss can still occur when data is not completely written to the disk.

Once the root partition has been created, you can review your changes (see Figure 1-12) and
proceed with the software installation by clicking Next. If you want to create additional
filesystems during the installation process, read the next section before clicking Next.
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Figure 1-12: Reviewing changes to the partition scheme

Data partitions

Data partitions is a generic term for partitions that are formatted as a filesystem and in which
both the system and its users can store data. The partition designated as the root filesystem
is a special case of a data partition because it is required in order to boot a Linux system.

The preceding sections explained how to create the swap and root partitions that must be
present to successfully boot a Linux system. However, you can also create other data parti-
tions, format them as filesystems, and specify their mount points during the installation pro-
cess. On Linux systems, a mount point is simply a Linux directory through which a filesystem
is made available to the system, known as mounting that filesystem. Using regular directories
as mount points is a clever part of the design of Unix and Linux. If you run out of disk space
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on a given partition, you can add another disk to your system, create data partitions there,
copy the data from existing directories to those partitions, and then mount the new parti-
tions on the directory where the data was originally located, effectively increasing the
amount of storage available to an existing system.

Today’s larger disks make it attractive to create other data partitions. You have several rea-
sons to consider creating multiple data partitions on today’s disks:

4 When you boot a Linux system, the system checks the consistency of each of its filesys-
tems (as defined in the file /etc/fstab—more about this in Chapter 3). Checking the
consistency of a single, huge, nonjournaled filesystem can take quite a bit of time.

4+ Filesystem corruption can occur as a result of a number of problems, such as a system
crash, sudden power loss, or hardware problems. Whenever a filesystem is corrupted,
repairing it (which is mandatory) can cause you to lose data. Creating multiple parti-
tions reduces the extent to which filesystem corruption can affect a single data partition.

4+ Keeping data on multiple partitions limits the chance that you can lose data during a
subsequent system upgrade. Some upgrades reformat the root partition or recreate its
directory structure. If your user data is stored on other data partitions, they will not be
affected by changes to the root filesystem.

4+ Some Linux backup software backs up data on a per-partition basis. Backing up a single
huge partition can take quite a bit of time. Also, if your backups fail (such as when a
tape is corrupted), you may not be able to use the backups to restore your system.
Creating multiple partitions limits problems related to a backup failure to a single
partition.

Chapter 3 provides more detail about creating multiple partitions and the types of filesystems
supported by Linux and provides additional reasons why you may want to create multiple
partitions on your Linux system. Most types of Linux filesystems can be resized once they
have been created, enabling you to customize your system’s partitioning, even after the sys-
tem has been installed and is running.

If you want to create multiple partitions during the installation process, you can do this by
making sure that the root partition does not completely fill your disk and then creating addi-
tional partitions in the remaining space on your disk. Common parts of a Linux system that
you may want to put on separate data partitions are /boot, /home, /opt, /tmp, /var, /usr,
and /usr/local. For more information on these partitions and the types of information
stored there, see Chapter 3.

Selecting software for installation

The software that is automatically selected as part of a default SUSE installation provides you
with nearly every type of software required for day-to-day work. This section offers additional
details about the other types of installations provided by the SUSE installer to provide a full
and thorough SUSE learning experience.

To customize the software that is included as part of your SUSE installation, you must click
the Software heading in YaST’s Installation Settings panel, or click Change and select Software
from the popup menu. Doing either of these displays the pane shown in Figure 1-13.
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Figure 1-13: Defining the software installation

The predefined choices available to users are as follows:

4 Minimum system — The bare minimum usable SUSE system with no graphical user
interface. This is something that we use a lot during server installation to dramatically
lower the amount of software to install and to be extremely granular in the selection of
software packages.

4+ Minimum graphical system (without KDE) — This will install a more usable system but
without the optimized KDE (K Desktop Environment). We deal with KDE and desktop
environments in Chapter 8 of this book, but for now, just know that the option is avail-
able. Some application software configuration tools (such as those used by Oracle)
require the X Window system but do not require all of the bells and whistles provided
by desktop environments such as KDE.

4 Default system — This is the standard SUSE system, which includes KDE, OpenOffice,
web browsers, a music player, and so on. This is what we will use to base our cus-
tomized installation on and is what most users will be happy installing.

Selecting the Detailed selection button displays the YaST package manager (see Figure 1-14).
This is a powerful installation tool that “other” distributions lack and saves a lot of time by
calculating package dependencies automatically, providing a search function for not only
package names, but also package descriptions.
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Figure 1-14: Using the YaST package manager

The left panel of the package selection screen gives a broad overview of packages and disk
space used, and also indicates how much space will be required when installing all selected
packages.

The Filter drop-down box provides a powerful way to limit what packages you can select. As
we stated in the Introduction, we ourselves differ on our views of a few Linux idiosyncrasies,
including text editors (Roger and Bill: emacs; Justin: vim), desktop environments (Justin:
GNOME; Roger: KDE; Bill: a window manager), and also Linux on the desktop in general. SUSE
is aware of differing views throughout the whole Linux community, and therefore using pack-
age selections allows users to specify things such as which desktop environment and editor
they want to install — why waste disk space if you're not going to use something. The same is
true for games, multimedia, and specific server software. The amount of disk space required
to install your system can be reduced or enhanced by selecting specific packages.

We will keep the default package selection as chosen by SUSE and add a new package that is
not installed by default.

Selecting Search from the drop-down box allows you to enter search criteria for a package
and returns all results based on the “Search in” criteria selected. Figure 1-15 shows a search
for the Blackbox window manager. As you can see, YaST returned not only the package
Blackbox but also other packages that contain the word blackbox in their summary defini-
tions, which can be seen in the Description window.
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Figure 1-15: Searching for individual packages

When a package is selected, your disk usage will be increased to reflect the size of the install
domain.

Select Accept to add those packages you select to the install list and take you back to the
package installation summary screen.

Selecting a boot loader

The next item you can change is the configuration of the boot loader. A boot loader is central
to the deployment of Linux as it controls the booting of operating systems on the PC. To cus-
tomize the boot loader that is used by your SUSE installation, you must click the Booting
heading in YaST’s Installation Settings panel, or click the Change button and select Booting
from the popup menu. Doing either of these displays the pane shown in Figure 1-16, YaST’s
Boot Loader Setup screen.

Linux systems typically use one of two boot loaders, LILO (Linux Loader) or GRUB (Grand
Unified Boot Loader). Both are very powerful and flexible, and are controlled by easily edited
configuration files (/etc/1ilo.conf and /etc/grub.conf, respectively). The key difference
between the two boot loaders is how they interact with these configuration files. If you use
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LILO and update its configuration file, you must rerun the 1110 command to update the sys-
tem boot information that is stored on your disk. GRUB automatically rereads its configuration
file whenever you boot your system and therefore does not require that you update any other
system boot information.

N

To edit boot loader settings, _* Boot Loader Setup
choose the appropriate entry
of the table then click Edit. To

add a new option, use Add. To +

remaove an option, click

Delete,

To edit the settings of Boot Loader Location 1. IDE, 15.00 GB, /dev/

sections, choose Available Disk Order Jdev/hda

Sections or Default Section = Default Section Linux

and edit them. Available Sections Linux {default), Floppy,

The Ch. column of the table is Activate Boot Loader Partition Yes, Activate /dev/hda:

meant for detecting whether Replace Code in MBR Leave Untouched

the option was changed. Back up Affected Disk Areas Yes ;
i S

Via the Reset button, you can
clear the current configuration | Add Edit | ' Reset =
and propose a new
configuration, start from
scratch, or reread the
configuration saved on your

disk. If you have multiple Linux f |
: % | Back Abort Finish
systems installed, YaST can 3 . !

Edit Configuration Files

Figure 1-16: Boot loader configuration

A few years ago, the general consensus was to move away from the LILO boot loader to the
GRUB boot loader. GRUB provides a more robust boot loader, and the default configuration is
fine for most users. If YaST detects a Windows installation, it adds this as a boot option, pro-
viding a means to dual-boot Windows and Linux on the same system.

Selecting an item in the Option list and pressing the Edit button provides you with a selection
window for that specific option (see Figure 1-17). If you want to use the traditional LILO boot
loader, you can make that change here. You can also decide not to use a boot loader at all and
boot your Linux system manually with the SUSE install CD. (There are other options, but we
won'’t discuss them here because they are intended for use only in special cases and are not
something that most users will want to do.)

When you make any changes that you want on the Boot Loader setup screen, click the Finish
button to return to the standard YaST installer screen.
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Figure 1-17: Selecting the boot loader

Changing the default runlevel

Runlevels are discussed in detail in Chapter 4. As a quick summary, a system’s runlevel
determines the services that are automatically started when your system boots. The YaST
Installation Settings screen can be used to change the default runlevel of the system by
clicking the Default Runlevel heading in YaST’s Installation Settings panel or by clicking the
Change button and selecting Default Runlevel from the popup menu.

As you can see in Figure 1-18, you can choose to boot your SUSE system in a variety of differ-
ent ways: without networking functionality (runlevel 2), multiuser with network (runlevel 3),
or multiuser with X Windows (runlevel 5). The default runlevel in a standard installation is
runlevel 5, multiuser with X Windows. You should keep this as your default runlevel unless
you have a specific reason to change it.

When you make any changes that you want to your system’s default runlevel, click OK to set
the selected runlevel as your system default. The Set Default Runlevel popup closes, and
YaST’s Installation Setting panel displays.
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Figure 1-18: Changing the default runlevel

Running the Installation

When you’ve made any changes to the installation, select the Accept button in the Installation
Settings window, and the installation process begins. You will be asked if you definitely want
to create the partitions you defined and the filesystems that sit above them (see Figure 1-19).
Partitioning the disk is a destructive process and will remove any data that those partitions

replace.

Caution This is your last chance to abort your installation without making any changes to your disk.
You should continue only if you are sure that the selected settings are correct. If you are
installing SUSE for the first time on a new computer system, you have nothing to worry
about. If you are installing SUSE on an existing computer system on which you need to pre-
serve existing data, double-check your settings before proceeding. You can double-check
that your partitioning scheme is, in fact, correct for your environment and make changes as
necessary by selecting Partitioning from the Installation Settings screen Then triple-check
your selections before proceeding.

Selecting “Yes, install” will destructively create the partitions and filesystems and install the

packages you selected.
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Figure 1-19: Confirmation of installation

During package installation, you can view the progress, the CDs needed, and also an overview
of the package use by selecting the Details button. To switch back to the slideshow, select the
Slideshow button.

This may be a good time to get a coffee, as nothing interesting happens while packages are
installed. If you are installing from CDs, after the packages from CD 1 are installed, the system
will automatically reboot itself to use the specific kernel for your architecture, as well as to
commit packages installed on the system.

If you think back to the discussion of the install boot options at the beginning of the chapter,
you will remember that the default is to boot off the hard drive first. This helps a lot if you
leave the install media in the drive and are drinking your coffee in another room.

When the system has rebooted, YaST asks you for the remaining media to install the rest of
the packages. In the case of a minimal installation, or all packages being installed, YaST pro-
ceeds automatically to the system configuration.

Configuring your root password

The first item that needs configuration is the root password (see Figure 1-20). We will talk
about the root user in Chapter 2, but for now it is enough to know this is the user who has
the privileges to change anything on the system, has access to all files on the system, and is
known as a superuser.
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Figure 1-20: Setting the root password

The password should be something that you can remember, but also difficult to guess. A combi-
nation of letters and numbers is always a good way of making a strong password. Using your
name, family member names, and so on should be avoided as these can be easy targets for pass-
words. Click Next once you've entered your root password and re-entered it for verification.

Configuring your network access

If any network interface cards have been detected in the system, you will be asked to config-
ure them for network access (see Figure 1-21). By default, YaST sets the first Ethernet card it
finds as your system’s primary Ethernet interface and assigns it an address that is configured
via the Dynamic Host Configuration Protocol (DHCP).

~Cross- |\ You can find discussions about DHCP servers in Chapter 19.

‘ Refer‘in’(fh

I—-—'"""-‘.
For most people using SUSE in a business environment, a DHCP server may already be run-
ning, and an address, domain name system (DNS) server list, and router configuration will
already be available. Home users and users setting up a server system will find it necessary
to configure these details manually. Home users with simple broadband or dialup connec-
tions will often automatically receive this information from their Internet service providers
(ISPs) and therefore may not need to change these settings.

To change the configuration of the network card, click the Change button. You are then asked
to select the network card that you wish to work with (see Figure 1-22).
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Figure 1-21: Configuring network cards
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Figure 1-22: Selecting your network card
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In this example case, you have only one network card that has been configured by the sys-
tem. If you had more cards configured (for example, one network card with DHCP and one
with manual configuration), you would see the network card type, the configuration options,
and also the device ID as seen by Linux for each.

During this configuration, you can remove and add any cards that have been defined, as well
as change the configuration of an existing card. In this example, you will change the default
SUSE settings to a manual configuration, so select the Edit button. A screen like the one
shown in Figure 1-23 appears.

N T 2
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Routing

Advanced,,. -

Back Abort
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Figure 1-23: Configuration of network cards

In this example configuration, we will set the IP address of the network card to 192.168.0.1/
255.255.255.0, with a router/gateway of 192.168.0.8 and a DNS server of 192.168.0.254. If you
are unfamiliar with these terms at this stage, see Chapter 6 for additional information.

To change the configuration of the network card from automatic to manual, select Static
address setup. This enables you to edit the IP and subnet mask fields. As you can see in
Figure 1-23, we have set the IP address/netmask to that of the configuration we talked about

in the preceding paragraph.

Setting up your host name and DNS addresses

To set up the host name of the Linux machine and the addresses of your Domain Name
System servers, select the Host name and name server button. A screen like that shown in

Figure 1-24 appears.
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Figure 1-24: Configuring DNS and host name

The host name of your Linux machine can be anything you like, such as a person’s name, a
descriptive name, or something random. The only thing that you have to bear in mind is that
the host name and domain name can contain only letters and numbers as well a hyphen or an
underscore. The host name can be only one string of characters and cannot contain a space
or a period. As the name suggests, the domain name dictates the network “domain” that this
machine falls into. This domain may well be something in line with your company’s policy or
could be something you have set up yourself.

When integrating a new system into an existing networked environment, you should always
. follow the same naming conventions that are already being used, especially for the domain
4 name. If you do not, other systems on the network may not be able to locate your system
correctly, and certain services on your system may not be able to interoperate with existing
network services.

Enter the name server address into the Name Server 1 field. You can also enter up to two
other separate DNS server entries. Your administrator or ISP should be able to give you this
information.

The Domain Search entry is used to control how your machine looks up the address of other
machines connected via TCP/IP. For example, if you use a Domain Search entry such as suse.
com, you can communicate with any machine in the SUSE domain by just its host name. For
example, with suse. com as the Domain Search entry, you can communicate with the machine
you are setting up in this example by just using the host name of bib1e. If you do have suse.com
as a Domain Search field, however, you have to specify the fully qualified domain name of the
machine you wish to communicate with (in the case of this example, that is bible.suse.com).

When you have set the DNS configuration for your system, press OK to save your changes.
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Configuring the default gateway

Next, you will probably need to configure the router/gateway for your system. To do this,
click the Routing button. You should see a screen like the one shown in Figure 1-25.
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Figure 1-25: Configuring a default gateway

Your default gateway address is the IP address of the host to which TCP/IP packets that are
not destined for your local network are sent for further processing. For example, your gate-
way address will be that of your asymmetric digital subscriber line (ADSL) router if that is
how you connect to the Internet. In other cases, your network or system administrator will be
able to provide you with this information.

When you have set the gateway address, click OK to proceed. If you have finished configuring
all of the network cards that you need to configure, you can select Finish in the Network
cards configuration overview window. This tells YaST to save the changes to your network
configuration and restart the system networking.

Testing your connection and online updates

Taking a page from the “other” operating systems, SUSE now allows you to run the update
service as soon as the system has been installed (see Figure 1-26). Online updates are dis-
cussed in more detail in Chapter 9 and are not discussed here as part of our sample installa-
tion. If you are feeling adventurous, then testing your Internet connection and running the
online update is a good idea, but it is not necessary as part of the installation process. Click
Next after you have made your choice.
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Figure 1-26: Online update

Configuring your modem

Modems are notorious for being something of a problem area for Linux because many of the
internal PCI modems that are on sale are not true modems, but are what is known as win-
modems or soft modems. The idea behind winmodems is that some of the functionality of the
modem can be offloaded from hardware into software —the software in question being the
Windows operating system. As these devices are designed to work only with Windows and in
theory require a Microsoft operating system to work, it is not surprising that there are diffi-
culties getting them to work on Linux. So there are three possibilities:

4+ You have an old-fashioned external serial modem. These will always work under
Linux.

4+ You have a winmodem. This may or may not work with Linux.

4 You have an internal true hardware modem. In almost all cases this will work with
Linux.

Winmodem support has improved considerably, and some previously unsupported modems
now work with Linux. SUSE 9.1 supports at least the SmartLink and Lucent ltmodem types.
During the installation, if YaST detects that you have a supported winmodem, it will install
the necessary package to provide driver support.
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Assuming that your modem is supported, YaST asks you for the necessary information to set
up the modem and your dial-up connection. In the first screen of the setup you are asked for
a dial prefix if necessary (a prefix you might need to get an outside line, for example) and to
choose between tone dialing and pulse dialing (tone dialing will be the correct choice unless
your telephone exchange is very antiquated). The other two choices here (Speaker on and
Detect Dial tone) you will almost certainly want to leave as they are (selected by default).

The next screen asks you for your country and offers a small selection of preconfigured
providers (ISPs). This means that the access number is already known to the system for
these providers. One or two have gone further and allow you to use a preconfigured user-
name and password to sign up with them, or even to get full anonymous access with payment
being collected through your phone charges.

If you already have an account with an ISP that is not listed, you need to press the New but-
ton and add the details of the provider’s name, the access phone number, and your username
and password.

When this is done, press Finish and the modem configuration should be complete. You will
then be able to connect using the kinternet program, which you can access through the
KDE menu (Internet > Dialup). You can set kinternet to run whenever you log in to KDE; if
you do this, you can log in by clicking its tiny icon, which will be resident in the “system tray”
area of the KDE panel (by default in the bottom-right corner of the screen).

More information about using winmodems under Linux can be obtained from www

i .Tinmodems.org/. You may be able to obtain a driver for your modem from this site, even

if it is not supported by SUSE. You can also download a tool called scanModem, which
detects the exact type of modem that you have. When you know this, you can search the site
for information about whether it is possible to get it working.

ISDN and ADSL connections

SUSE has very good support for internal Integrated Services Digital Network (ISDN) cards,
and these can also be set up at this point in the installation. In most cases, the card will be
automatically set up, and you just have to provide the specific information given to you by
your ISP.

Asymmetric digital subscriber line (ADSL) providers sometimes offer a particular hardware
device to connect with. These are sometimes USB devices. Unfortunately, there are a large
number of different types and not all of them work with Linux. There are also different stan-
dards in different countries, and as a result, getting these devices to work on Linux has
always been something of a problem. If YaST detects such a device during the installation, it
attempts to set it up, but there are still many cases in which USB ADSL devices fail to work
with SUSE Linux.

If at all possible, rather than using a USB device for ADSL, you should choose one of the ADSL
routers with Ethernet output. This type of ADSL connection will always work, and if your
provider offers the choice, you should definitely go for this type of connection. If your
provider offers a “wires-only” service, you can buy such a router and use it to connect; again,
there should be no problems at all. All you need to do is follow the instructions provided by
the manufacturer or ISP for setting up your network connection to talk to the router and
make the necessary settings in YaST’s networking module.

33



34 Part| + SUSE Linux Basics
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Tip

Adding a new user

Just

as Windows provides the infrastructure to authenticate users via a central database, the

Unix world can use the Network Information System (NIS) or Lightweight Directory Access
Protocol (LDAP) to store user account details. Most home users need to configure only a
standalone machine and should select that option (see Figure 1-27).

- Cross-
‘ Reference

See Chapter 24 for more information on the configuration of LDAP.
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Figure 1-27: User configuration

Click Next to create a new local user, and the Add a New Local User screen appears (see
Figure 1-28). Most of the information needed for creating a new user is self-explanatory.

One nice feature of the SUSE user creation process is that you can set yourself as the user
that receives any mail destined for root by selecting the Receive System Mail option. Whether
you set this up or not, it is always a good idea to read the root user mail (if you are the owner
of the root user account!) to see any automated mails that the system sends as well as mails
from the mail subsystem. This includes bounced emails, system errors, and package updates
that have been installed.
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Figure 1-28: Creating a local user

Taking another page from Mac OS X and Windows XP, SUSE enables you to set up an account
to automatically log into the system for you when the machine boots up. For home users, this
provides a simpler way to use their system, but it is impractical and insecure in business
environments. For example, if you are the user who is automatically logged in on boot up,
someone else can gain access to your files simply by turning the machine on.

When you have finished adding your user information, click Next to continue, and SuSEconfig
will run.

SuSEconfig

The SUSE system configuration is controlled by SUSE-specific control files that the system
application SuSEconfig uses to write application-specific configuration files. This allows the
user to configure services and server processes without having to understand application-
specific configuration files. When all packages have been installed, SuSEconfig picks up the
default configuration files installed by SUSE and writes out specific application configurations.

SuSEconfig is a core element of the SUSE system and allows YaST to maintain configuration
files for services it can control. Any time you make changes to a service via YaST, SuSEconfig
will be called to commit those changes.
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Reviewing the release notes

When SuSEconfig has finished its initial installation, you will be shown the SUSE release notes
(see Figure 1-29). These notes contain general information about changes from previous ver-
sions of SUSE Linux, as well as a technical overview of the previous version. This file also pro-
vides errata from the SUSE manual and is worth a read to get a general idea as to what has
happened since the last release. Ninety percent of users at this point have not touched the
included manuals with SUSE, except perhaps to move them out of the way when locating the
installation media, so this at least gives you an introduction to the features and functionality
of the product.
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Figure 1-29: The release notes

Configuring your hardware

When you have read the release notes, click Next and you will be asked to configure your
hardware (see Figure 1-30). The YaST installer and the YaST system configuration manager
will run the same modules to configure hardware. For now you will configure the video card
so that you can use X/KDE/GNOME.

Configuring your monitor

Select Change = Graphics Cards, and the Sax2 tool will be loaded to configure all aspects of X
Windows, including monitor, graphics card, mouse, and keyboard. The Sax2 tool is a utility
written by SUSE to simplify configuring the X Window system, which is otherwise a complex
task. Sax2 makes it easy to configure the X Window system and related hardware such as
your mouse and graphics card.
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Figure 1-30: Hardware configuration

Sax2 is sometimes cautious in its estimation of the resolution you can use for X Windows and
some manual tweaking may be needed to get the most out of your graphics card. The first
thing to change or double-check is the monitor resolution, as the highest physical resolution
the graphics card can display is limited by what resolution your monitor can handle. Click the
Monitor selection on the left and either edit the configuration by clicking Change configura-
tion or feel safe in the knowledge that the resolution is high enough for you (see Figure 1-31).

Every Linux book and piece of documentation on X Windows configuration has a disclaimer
about configuring your graphics system. This book is no different because there are real dan-
gers if you set up your monitor incorrectly. Because the graphics card drives the monitor, it is
imperative that you either configure the graphics system with standard lower settings, or
take a look in the documentation that came with both your monitor and your graphics card
and figure out the correct settings for them. Sax2 comes with well-defined Video Electronics
Standards Association (VESA) settings for general setup and also specific configurations from
the major manufacturers of graphics systems. The remainder of this section discusses a low-
specification graphics setup that should be safe for most people. However, you really should
know how hard you can push your system so as not to damage your monitor by overdriving
what your graphics card gives to it. Most of today’s monitors have built-in settings to protect
against hardware damage, but you should be especially careful when configuring the X
Window system on an older monitor.

When you choose to change the configuration of your monitor, you will be presented with its
current configuration. Click Properties to change the monitor configuration (see Figure 1-32).
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Figure 1-32: Choosing to change current monitor properties
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Figure 1-32 shows a general configuration setting made by selecting a VESA standard resolu-
tion (see Figure 1-33). Most modern monitors adhere in one way or another to VESA standards.
These are standard frequency and graphics resolutions that will work on most graphics cards
and monitors. As noted previously, you should use the settings specific to your monitor, or
select the specific manufacturer from the list on the left and the specific card you use from the
list on the right to guarantee that your graphics will work in your hardware configuration.
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{ ]
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Figure 1-33: Setting monitor options

If the settings detected for your monitor do not work, you may want to return to this screen

and select Framebuffer as the specification for your monitor. A framebuffer provides an

#  abstraction of your system’s graphics hardware that the X Window system may be able to
use if it cannot directly communicate with your graphics hardware.

Once set, click OK and then Finish to save your monitor settings.

Graphics card configuration

As you have changed the resolution of your monitor, Sax2 automatically changes the display
resolution from your graphics card (see Figure 1-34). A piece of advice on color depth is that
the higher the depth, the more processing needs to be done by the graphics cards. The higher
end of the graphics card market can deal with this quite easily, but if you are using a graphics
fallback such as framebuffer that uses the system CPU for its graphics routines, you will impact
the speed of your system by increasing the bit depth and resolution. For 90 percent of people
using Linux or any other operating system, a bit depth of 16-bit is enough. Eight-bit is gener-
ally too low for day-to-day use, and you will notice that the display of colors at this depth is
noticeably worse than 16- or 24-bit. You can change these settings by selecting the appropri-
ate items from the pull-down menus.
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Figure 1-34: Graphics card configuration

Testing your graphics configuration

When you are happy with your graphics configuration, click Finalize to save your changes.
You will be prompted to test your configuration before it is saved to the system configuration
(see Figure 1-35). It is highly advisable that you select Test at this point because if you are
booting directly into X Windows and your graphics do not work as you thought, it can be
annoying and worrying to new users to see the system repeatedly try to load the X server
when there is a misconfiguration.

Sax2 will try to load an X server with the configuration you gave it previously, and if things go
well you should see a screen similar to that in Figure 1-36. The arrows provide a way to move
the screen around the monitor (the same as you can do with your monitor using the buttons
on the front). When you are happy with the configuration, click Save.

When the configuration has been saved, you will be told that it will not take effect until you
restart your graphics system. As this is the installation process, your graphics system has
not been started yet, and this warning is there for people who run Sax2 after installation
where X Windows may be running at the same time as the Sax2 program.

Configuring your sound card

YaST will detect the sound card and will typically set it up completely automatically. During a
standard installation, you are not required to intervene in this process; it just happens. In
almost all cases, that is all you need to know. The rest of this section concerns what you can do
after installation if it turns out that sound was not configured correctly during the installation.
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After the installation is complete, confirm that sound is working by attempting to play a
music CD or music file (for example, an MP3 file using the xmms player program). If you don’t
hear sound at this stage, first check the physical connection to the speakers. Then (if you are
using KDE) check that the KDE volume control is at a sensible setting and not disabled or
turned down to zero. In the unlikely event that sound still fails to work, you can rerun the
YaST sound module in expert mode. The sound module is found in YaST’s Hardware section.
You will find three possible setup modes:

4 Quick automatic setup — This is the default and is the one that is used during
installation.

4+ Normal setup — This allows you to test the sound card. There is a volume control
and a test button. When you have set the volume, a test sound is played when
you press test.

4 More detailed installation of sound cards —If you choose this option, you will be
taken to a screen where any configurable options for the particular sound card that has
been detected can be set. Depending on the particular card, these may include settings
to enable a joystick and MPU (midi processing unit) port settings.

If even experimentation with the detailed installation options fails, you can try the low-level
alsaconf program. As root, type alsaconf to start the program. It is a text-based program
that, in fact, provides the back end for YaST’s sound configuration module, but running it
standalone gives you the opportunity to use its command-line options, including alsaconf
-1, which writes a log file to /tmp/alsaconf.10g that may give a clue as to the problem.

The ALSA (Advanced Linux Sound Architecture) home page can be found at www.alsa-
_ project.org/. This is the best place to start if you have any difficulties with configuration
+ of sound on Linux.

Completing Installation

It has been a long road, but you have successfully installed SUSE at this point (see Figure 1-37).
Pat yourself on the back if you are a brand-new user to the world of Linux. You have done a lot
of new things by installing SUSE —not the least of which is that you have begun a journey on
which you’ll learn lots of new ideas and philosophies, as well as giving you a stable operating
system to use.

If you are an experienced Linux user, you should be quietly happy about how much SUSE has
come along from other distributions and how easy it has been to install it. Don’t worry, how-
ever; as with everything Linux-related, you can make it as easy or as hard as you like, and you
will see how in later chapters.

Just to whet your appetite, Figure 1-38 shows an image of what you will see once your system
has booted up to the system proper.

As this is a new installation with default settings, typing in your username and password and
pressing the login button automatically loads the K Desktop Environment. The version of KDE
that SUSE ships with has been optimized to integrate with the SUSE system, and you will see
how well a job the developers have done in Chapter 8. Enjoy, play around with the system,
and as the developers in Germany say: Have a lot of fun!

+ 0+ 0+
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— Installation Completed
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Figure 1-37: Installation completed
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Linux Fundamentals

The Linux Gazette (http://1inuxgazette.net/) used to have a
regular feature called “Clueless at the Prompt.” That title will
almost certainly ring a bell with anyone who remembers his or her
first interactions with Linux or any other form of Unix.

Someone who wants to use Linux only as a desktop system may not
need to know too much about using the command line. You can log
in to the graphical login screen (typically kdm) and you see a user
interface (typically KDE —K Desktop Environment) that is remark-
ably similar to the Windows interface. There is a Start button with
cascading menus. Some icons are on the desktop, and you can start
programs either from the Start menu or by clicking the icons. There
is a file manager (typically Konqueror) that allows you to manipulate
files by “drag and drop.” For many end users (and future users of
Linux desktop systems), this may be all they need to know. In our
experience, a new desktop user of Linux can start working — doing
normal office work and saving and managing files — without any real
need for training.

We assume that you will want and need to do much more than this. A
number of books are available that serve as guides to using the KDE
interface. These rarely do much more than describe how to interact
with the KDE user interface, which although it has some subtleties, is
fairly intuitive and user friendly these days. From the command-line
point of view, some other books are basically “command references”
for Linux. These can be very helpful, particularly for learning useful
commands that you might not have known about or whose syntax
you can never remember. Again, this is not such a book. This book
does not provide exhaustive lists of Linux commands but focuses on
discussing the important ones in context and in detail.

Command Line 101: The Shell

Commands issued at the command line on any computer system are
read and executed by a program known as a command interpreter. A
command interpreter does the following:

4 Reads the commands and any options and arguments that you
provide

4+ Translates or expands any special characters such as the *
and ? used as wildcard characters on Linux and Unix systems
(more about these in the next section)

4 Locates the command that you want to execute on your system

4+ Executes that command with the appropriate options and argu-
ments and displays any output of that command

—

R R
In This Chapter
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The shell

Getting help for Linux
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and directories
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On Linux and Unix systems, a command interpreter is known as a shell. Linux and Unix sys-
tems offer many different shells, each of which has its own special features and devotees. The
most common shells available today on Linux systems are the following:

4+ ash—A small, fast shell originally developed by Kenneth Almquist and used in low-
memory situations such as embedded systems and command scripts during the boot
process on many Linux systems.

4 bash—The Bourne Again shell, a modern, more powerful version of the early Unix sh
shell.

4+ csh—The original Berkeley Software Distribution (BSD) C shell. On Linux systems, this
is generally the same thing as tcsh.

4 ksh— An open source version of the Korn shell originally developed by David Korn for
use on SYSV Unix systems.

4 nash—Another small, fast shell used in low-memory situations such as embedded sys-
tems and command scripts during the boot process on many Linux systems.

4 sh—The “original” shell developed at AT&T by Stephen Bourne. On Linux systems,
this is generally the same thing as bash.

4 tcsh—An enhanced version of the BSD C shell originally developed at Cornell and par-
tially inspired by the TENEX command interpreter.

4+ zsh— A powerful shell originally developed by Paul Falstad that resembles bash and
ksh, but which adds many other features.

Of these, the most commonly used shell on Linux systems today is the bash shell, which is
the version that is used in command-line examples throughout the rest of this book.

On Linux systems, the list of “legal” shells is maintained in the file /etc/shells. The
_ contents of this text file list the possible shells that can be started when you log in on the
#  System.

In addition to being able to execute standard Linux commands for you, each of these shells
supports its own command language. Command files written in the command language pro-
vided by a shell are known as shell scripts. The first line of a shell script typically identifies the
shell that should be used to run the command script. If no shell is identified in the first line, a
shell script is executed by the sh shell, which is usually the same thing as the bash shell on
Linux systems.

Commonly used shell features

By default, when you use the command line on a SUSE system, you are using the bash shell. If
you have not used bash or a similar shell much in the past, and particularly if you have bad
memories of the DOS command line, you may not realize just how powerful working at the
command line can be. Experience shows that people who come to Linux from a Windows
background tend to start by trying to use graphical tools (for example, copying files by drag-
ging them from one Konqueror window to another) but gradually realize that the command
line is both a quicker and easier way to perform many tasks.

The bash shell provides a powerful command-line interface that offers many features that the
DOS command line lacks. The most important of these are command history and command
completion:
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4 Command history — You can see a history of the commands you typed by pressing the
up arrow key repeatedly. You can then edit the command and reuse it.

4+ Command completion —If you type part of a command and then press the Tab key,
bash will complete the command as far as it is able to do so uniquely.

These two features taken together make working with the shell extremely quick and easy with
a little practice. The command history is also searchable in more than one way: If you type the
command history, you will see a listing of the last commands you have typed. Each of these
is numbered: If you type ! followed by the number of the command, you can run it again. If
you press Ctrl+R (hold down the Control key and press r), you can search the command his-
tory by typing part of the command you are looking for. If the first command that appears is
not the one you had in mind, repeat the Ctrl+R until it appears. You can also repeat a previous
command by typing ! followed by the first letter or letters of the previous command.

Advanced shell features

If useful shell features such as command history and completion intrigue you, just wait! This
section highlights some of the other powerful capabilities that are built into the bash shell.
Most of these features are present in the other shells discussed earlier in this chapter, but
this section focuses on bash because it is the standard shell used on Linux systems.

You may want to skip over this section if you are new to Linux and are just trying to learn

s how to perform some standard tasks. When you have become more experienced with Linux,
you can always come back and read this section to find out how to get even more power out
of the Linux command line.

Environment variables

As you can guess from the discussion of command history in the previous section, the bash
shell maintains a significant amount of information about the commands that it has executed,
the settings for various configuration parameters, the environment in which it is operating,
and so on. Much of this information is stored in variables in the shell environment, which are
therefore known as environment variables. You can display all of the environment variables
set within your current shell and their definitions by typing the printenv command, as in the
following example:

$ printenv

HOSTNAME=home.vonhagen.org

TERM=xterm

SHELL=/bin/bash

HISTSIZE=1000

WINDOWID=31457294

ENSCRIPT=-r2G

PRINTCMD=enscript -r2G
PATH=/home/wvh/bin:/opt/timesys/timestorm/2.4.1:/usr/local/firefox:/usr/local/bi
n:/usr/local/Acrobat5/bin:/home/wvh/cxoffice/bin:/opt/OpenOffice.orgl.1.0:/usr/1
ocal/textmaker:/usr/java/bin:/usr/sbin:/sbin:/usr/kerberos/bin:/bin:/usr/bin:/us
r/X11R6/bin

INPUTRC=/etc/inputrc

PWD=/home/wvh/personal/writing/SUSE/OLD

JAVA_HOME=/usr/java

LANG=en_US.UTF-8

PSI=[\u@\h:\W]\$
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HOME=/home/wvh

DISPLAY=:0.0
XAUTHORITY=/home/wvh/.Xauthority
_=/usr/bin/printenv

As you can see from this example, the names of environment variables typically comprise
uppercase and underscore characters and are used in a variety of ways. For example, the
value of the HOME environment variable is a single string that contains the name of a user’s
home directory. The PATH environment variable is a colon-separated list of directories that
the shell searches in order when looking for a command that you have executed. The PS1
environment variable defines the structure and content of the prompt that is displayed by the
shell. The ' _' environment variable (the last line of the code example) holds the full pathname
of the last command executed within the shell —in this case, that of the printenv command
you just ran.

Environment variables can be set in a number of places:

4+ System-wide configuration files such as those located in /etc/profile, /etc/
profile.local, and the directory /etc/profile.d on a Linux system. These are
system-wide files that are executed to help initialize your working environment each
time you log in.

4+ System-wide configuration files such as /etc/bashrc. These are typically executed by
a user’s personalized bash configuration file each time that you start a new shell and
set system-wide shell configuration variables.

4+ User-specific configuration files such as .bashrc that are read each time you start a
new shell.

4+ Within shell scripts for use within those scripts or to be exported back to the command-
line environment.

4+ From the command line for your convenience or within shell functions executed by the
shell.

Environment variables that you want to make available to all subsequent shells are made
available to the parent shell using the export command. For example, suppose that you want
to set an environment variable named SAVEME to the name of the current directory so that
you can remember it. If the current directory is /home/wvh, you can set the SAVEME environ-
ment variable to this directory with the following command:

export SAVEME=/home/wvh

One common task involving environment variables is to add a new directory to the column-
separated value of the PATH environment variable so that your shell looks in that directory
for executables. For example, suppose that you've just installed the popular Linux Firefox
browser on your system. Firefox is typically installed in the directory /usr/Tocal/firefox,
and the binary program that you actually execute to run the browser is /usr/local/
firefox/firefox. You can always execute Firefox by typing the full pathname of the
firefox command, but that’s a bit tedious. A better solution is to add the directory /usr/
local/firefox to the value of your PATH environment variable (generally referred to as
“adding it to your path”). You can do this within the current shell by executing the following
command:

export PATH=/usr/local/firefox:$PATH

After typing this command, you can execute the firefox command from that shell by simply
typing firefox and pressing Return.
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The sample export command tells the shell to export a new value for the PATH environ-
ment variable, where that value consists of the directory /usr/local/firefox prefixed to
# the previous value of the PATH environment variable. The first reference to the PATH variable

identifies the name of the variable that you want to set. Any environment variable preceded

by a $ means that you are referring to the value of that variable, not its name.

When you’ve customized the value of your PATH environment variable, you will probably
want to do that same customization each time you log in and in every shell that you start
(in each Konsole window, each xterm, and so on). You can do this by adding the previous
command to any existing PATH setting in your bash startup file, which is the file .bashrc

in your home directory, or by putting this as the last command in your . bashrc file. See the
section on “Configuring user preferences” later in this chapter for more information about
the .bashrc configuration file.

When you've set an environment variable, you can unset it at any time using the unset com-
mand. The unset command removes the environment variable and its associated value
4 from the shell in which you execute it. You would not want to unset an environment variable
such as the PATH environment variable because the shell would not know where to find
commands. However, you may find it useful to unset environment variables that are used
only by certain programs. For example, the ENSCRIPT environment variable, shown in the
previous sample output of the printenv command, is used to specify personalized argu-
ments for the enscript command, which produces nicely formatted output from text files.
To execute the enscript command without those arguments (in other words, using its
internal default values), you could execute the command unset ENSCRIPT before printing.

Wildcards and pattern matching

All Unix and Linux shells support several ways of locating file and directory names that
match a specified pattern. As you might expect, when working from the command line, one of
the most common things that you will want to do is to specify the names of one or more files
as arguments to other commands. To make it easier to identify specific files without requiring
that you type every filename in its entirety, Linux shells provide a number of different ways to
specify patterns that can be used to match specific filenames.

The most basic pattern-matching provided by Linux shells such as bash are two special char-
acters known as wildcards, which means that these characters can match any other character.
Linux shells support two basic wildcards:

4 Asterisk (*) — Also referred to as the star, can represent any number of characters
in a row

4 Question mark (?) — Can represent any single character

In addition to these wildcards, Linux shells support two other ways to match specific pat-
terns within filenames:

4+ By specifying ranges of values separated by a dash within square brackets. For exam-
ple, the expression [1-3] will match any instance of the numbers from 1 to 3, inclusive.

4+ By specifying lists of comma-separated values enclosed within braces (also known as
curly brackets). For example, the expression {1,3} will match either the number 1 or the
number 3.
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A few examples will help clarify how you can use these to identify certain files in your directo-
ries. Suppose that a directory contains the following files:

filel
filel.doc
file2
file2.doc
file3
file3.txt

R R T R R RS

file8
4 other_file.doc

Given this list of files, Table 2-1 shows how you can use wildcards, ranges of values, and lists
to match specific files. As you'll see later in this chapter, pattern matching is especially useful
when listing file and directory names that match specific patterns.

Table 2-1: Pattern Matching in Linux Shells

Pattern Matching Filenames
* filel, filel.doc, file2, file2.doc, file3, file3.txt,
file8, other_file.doc
file? filel, file2, file3, file8
*.doc filel.doc, file2.doc, other_file.doc
file?.doc filel.doc, file2.doc
file?.* filel.doc, file2.doc, file3.txt
file[1-3] filel, filez, file3
file{1l,3} filel, file3d
file{1,3}.{doc,txt} filel.doc, file3.txt
"ﬁlote As explained later in this chapter in the section “Listing files,” Unix and Linux systems do not
et list files that begin with a period by default. Therefore, the wildcard * will match only all vis-

ible files in a directory (files whose names do not begin with a period), even though the *
matches the period in the middle of a filename.

Patterns composed of wildcards, lists, and ranges are generally referred to as regular expres-
sions and are extremely powerful. Whole books have been written about using regular expres-
sions, but for our purposes, simply knowing that they exist and can save lots of time is
probably sufficient. At some point, you will want to list the Microsoft Word or other word pro-
cessing files in a directory, and the regular expression *.doc will spring to mind to save you
time (and typing).
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Connecting commands and redirecting input and output

Unix and Linux commands are designed with a KISS (Keep It Simple, Stupid) philosophy. Some
operating systems feature thousands of specialized commands that perform many specific,
but similar, tasks. Unix and Linux take the opposite approach, providing many small, simple
commands that you can combine to perform complex tasks.

For example, some operating systems might provide a specialized command to print a listing
of the current directory. On a Linux system, you would perform this task by combining the
existing list (1s) and print (1pr) commands into a single sequence of commands in which the
output of the 1s command was provided as input to the 1pr command by connecting the two
commands using a special symbol known as a pipe (), as in the following example:

1s | Tpr

Linux shells provide this capability by connecting the output from one command to the input
expected by another. In Linux terms, this is connecting the standard output from one command
to the standard input of another. The pipe symbol automatically ties the two commands
together and sends the output of the first to the second as input.

Linux actually provides two different ways of specifying that the output of one command is
the input to another — by using a pipe to connect the two commands, or by what is known as
redirecting 10, which stands for redirecting input/output. Redirecting the output of one command
so that it serves as the input to another is done using the less than sign (<). For example, the
following command does the same thing as the previous example:

Ipr < 1s

This command redirects the output of the 1s command so that it serves as the input to the
1pr command.

Redirecting the output of a command can also be done using the greater than sign (>), which
simply sends the output of a command into a file, as in the following example:

1s > listing.out
This command takes the output of the 1s command and sends it to the file 1isting.out.

Linux supports combining commands and redirecting input and output by recognizing three
different aspects of program input and output:

4 stdin — The standard input stream that is read from by a program
4+ stdout — The standard output stream to which program output is sent

4+ stderr— A specialized output stream known as standard error to which program error
messages are written

You will encounter these terms as you become more familiar with executing shell commands
because these are the cornerstones of creating complex commands by stringing together sim-
ple ones. Like the regular expressions discussed in the previous section, redirecting input
and output is an extremely powerful feature of most Linux shells. Entire books have been
written about shells such as bash and tcsh —search your favorite online bookseller for
these if you want to become a true shell expert and amaze your friends with various, complex
shell tricks.
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Getting Help for Linux Commands

Tip

The man and info commands are basic ways to view program documentation on Linux. To
view the man or info help for a specific command, you use the man or info command fol-
lowed by the name of the command that you want help on.

The man command provides access to the traditional Unix and Linux online manual, display-
ing formatted help that you can page through. The info command is a newer online help
mechanism that displays text help for commands inside a customized version of emacs with
hypertext capabilities that enable you to jump from one topic to another. Many commands
now maintain their online help only in info format rather than supporting both. In general,
info help for a command is always at least as up-to-date and complete as the equivalent man
help for that same command.

4+ man 1s—Views the man page for the 1s command
4+ man -k disk—Looks for man pages referring to the word disk

4+ info coreutils—Looks at the info page for the coreutils package

A number of excellent books and online references are available that provide detailed infor-
mation about standard Linux commands, Linux shells, and so on. One of the best sources of
4 online information about Linux is the Linux Documentation Project, available at

www.t1dp.orag. In the true spirit of Linux, the Linux Documentation Project provides hun-

dreds of free documents, HOWTO files, and compilations of frequently asked question

(FAQs) documents that explain different aspects of using standard Linux systems.

Working with Files and Directories

' Note

A very large proportion of all the work most users do from the command line, even advanced
users, consists of few key activities and a fairly small number of common commands. Most of
these have to do with locating, listing, creating, editing, and deleting files and directories.
This section provides an overview of the most common file- and directory-related tasks and
the commands that you use to perform them.

You will notice that most of these very common commands have short two-, three-, or four-

s letter names. Note also that you can use the shell's command completion feature to type a

few letters, press the Tab key, and bash will complete the command (for example, type
ema<Tab>, and bash displays the command emacs).

If you’re unfamiliar with the basic commands used in the rest of this chapter, your best plan
is to experiment. Just as the best way to learn a language is to speak it, the best way to learn
Linux commands is to use them. Experiment as freely as possible and play.

Listing files

The 1s (list) command lists files in the current directory. The command 1s has a very large
number of options, but what you really need to know is that 1s -1 gives a “long” listing show-
ing the file sizes and permissions, and that the -a option shows even “hidden” files —those



Chapter 2 4+ Linux Fundamentals

with a dot at the start of their name. The shell expands the * character to mean “any string of
characters not starting with ‘.".” (See the discussion of wildcards in the “Advanced shell fea-
tures” section earlier in this chapter for more information about how and why this works.)
Therefore, *.doc is interpreted as any filename ending with . doc that does not start with a
dot and a* means “any filename starting with the letter a.” For example:

4+ 1s -1a—AGives a long listing of all files in the current directory including “hidden” files
with names staring with a dot

4+ 1s a*—Lists all files in the current directory whose names start with a

4+ 1s -1 *.doc—Gives a long listing of all files in the current directory whose names end
with .doc

Copying files

The cp (copy) command copies a file, files, or directory to another location. The option -R
allows you to copy directories recursively (in general, -R or -r in commands often has the
meaning of “recursive”). If the last argument to the cp command is a directory, the files men-
tioned will be copied into that directory. Note that by default, cp will “clobber” existing files,
so in the second example that follows, if there is already a file called afi1e in the directory
/home/bible, it will be overwritten without asking for any confirmation. Consider the follow-
ing examples:

4+ cpafileafile.bak—Copies the file afile to anew file afile.bak.

4+ cpafile /home/bible/—Copies the file afi1e from the current directory to the
directory /home/bible/.

4 cp * /tmp—Copies all nonhidden files in the current directory to /tmp/.

4 cp -adocs docs.bak—Recursively copies the directory docs beneath the current
directory to a new directory docs . bak, while preserving file attributes. The -a option
implies the -R option, as a convenience.

Moving and renaming files

The mv (move) command has the meaning both of “move” and of “rename.” In the first exam-
ple that follows, the file afi1e will be renamed to the name bfile. In the second example,
the file afile in the current directory will be moved to the directory /tmp/.

4+ mv afile bfile—Renames the existing file afi1e with the new name bfile

4+ mv afile /tmp—Moves the file afile in the current directory to the directory /tmp

Deleting files and directories

The rm (remove) command enables you to delete files and directories. Be warned: rmis a dan-
gerous command. It doesn’t really offer you a second chance. When files are deleted, they're
pretty well deleted. You can use rm -1 as in the last example that follows. That at least gives
you a second chance to think about it, but as soon as you agree, once again, the file is gone.

Some people like to create an alias that makes the rm command act like rm -1i. We would
i advise against this: It will lull you into a false sense of security, and when you're working on
a system where this change has not been made, you may regret it.
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Tip

Doug Gwyn, a well-known Internet personality, once said, “Unix was never designed to keep
people from doing stupid things because that policy would also keep them from doing clever
things.” You can, of course, use rm to delete every file on your system as simply as this:

rm -rf /. (You have to be logged in as a user, such as the root user, who has the privileges to
do this, but you get the idea.) Some better examples of using the rm command in daily use are:

4+ rmafile—Removes the file afile.

4+ rm * —Removes all (nonhidden) files in the current directory. The rm command will not
remove directories unless you also specify the -r (recursive) option.

4+ rm -rf doomed —Removes the directory doomed and everything in it.

4+ rm -i a*—Removes all files with names beginning with a in the current directory, ask-
ing for confirmation each time.

Changing directories
You use the cd (change directory) command to change directories:
4 cd ~—Changes to your home directory

4+ cd /tmp —Changes to the directory /tmp

On most Linux systems, your prompt will tell you what directory you're in (depending on the
setting you've used for the PS1 environment variable). However; if you ever explicitly need to
4 know what directory you're in, you can use the pwd command to identify the working direc-

tory for the current process (process working directory, hence pwd).

Making directories

You can use the mkdir (make directory) command to make directories. For example:
4+ mkdir photos —Makes a directory called photos within the current directory.

4 mkdir -p this/that/theother —Makes the nested subdirectories named within the
current directory.

Making links to files or directories

In Linux, you can use the 1n (link) command to make links to a file or directory. A file can
have any number of so-called “hard” links to it. Effectively, these are alternative names for the
file. So if you create a file called afile, and make a link to it called bfi1e, there are now two
names for the same file. If you edit afi1e, the changes you've made will be in bfi1e. But if
you delete afile, bfile will still exist; it will disappear only when there are no links left to it.
Hard links can be made only on the same filesystem — you can’t create a hard link to a file

on another partition because the link operates at the filesystem level, referring to the actual
filesystem data structure that holds information about the file.

You can also create a symbolic link to a file. A symbolic link is a special kind of file that redi-
rects any usage of the link to the original file. This is somewhat similar to the use of “short-
cuts” in Windows. You can create symbolic links to directories, which can be very useful if
you frequently use a subdirectory that is hidden several levels deep below your home
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directory. In the last example that follows, you will end up with a symbolic link called useful
in the current directory. Thus, the command cd useful will have the same effect as cd
docs/Tinux/suse/useful.

4+ Inafilebfile—Makes a “hard” linkto afile called bfile
4 In-safile linkfile—Makes a symbolic link to afile called Tinkfile

4+ In -sdocs/Tinux/suse/useful . —Makes a symbolic link to the named directory in
the current directory

Concatenating files

The command cat (concatenate) displays files to standard output. If you want to view the
contents of a short text file, the easiest thing to do is to cat it, which sends its contents to
the shell’s standard output, which is the shell in which you typed the cat command. If you
cat two files, you will see the contents of each flying past on the screen. But if you want to
combine those two files into one, all you need to do is cat them and redirect the output to
the cat command to a file using >.

Linux has a sense of humor. The cat command displays files to standard output, starting
_ with the first line and ending with the last. The tac command (cat spelled backward) dis-
4 plays files in reverse order, beginning with the last line and ending with the first. The com-
mand tac is amusing: Try it!

4 cat /etc/passwd—Prints /etc/passwd to the screen

4+ cat afile bfile—Prints the contents of afile to the screen followed by the contents
of bfile

4+ cat afilebfile > cfile—Combines the contents of afile and bfile and writes
them to a new file, cfile

Viewing files with more and less

The more and Tess commands are known as pagers because they allow you to view the con-
tents of a text file one screenful at a time and page forward and backward through the file
(without editing it). The name of the more command is derived from the fact that it allows
you to see a file one screenful at a time, thereby seeing “more” of it. The name of the Tess
command comes from the fact that it originally began as an open source version of the more
command (before more itself became an open source command) and because it originally did
less than the more command (the author had a sense of humor). Nowadays, the 1ess com-
mand has many added features, including the fact that you can use keyboard shortcuts such
as pressing the letter b when viewing a file to move backward through the file.

4+ more /etc/passwd—Views the contents of /etc/passwd

4+ less /etc/passwd—Views the contents of /etc/passwd

Viewing the start or end of files

The head and tail commands allow you to see a specified number of lines from the top or
bottom of a file. The tail command has the very useful feature that you can use tail -f to
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keep an eye on a file as it grows. This is particularly useful for watching what is being written
to a log file while you make changes in the system. Consider the following examples:

4+ head -5 /etc/passwd —Prints the first five lines of the file /etc/passwd to the screen
4 tail -5 /etc/passwd —Prints the last five lines of /etc/passwd to the screen

4+ tail -f /var/log/messages —Views the last few lines of /var/log/messages and
continues to display changes to the end of the file in real time

Searching files with grep

The grep (global regular expression print) command is a very useful tool for finding stuff in
files. It can do much more than even the examples that follow this paragraph indicate.
Beyond simply searching for text, it can search for “regular expressions.” It’s a “regular
expression parser,” and regular expressions are a subject for a book in themselves (but were
introduced in the section “Advanced shell features” earlier in this chapter).

When using or administering a system, you often need to look for lines in a file that contain a
certain string. In the first example that follows, you simply find the lines in the file that con-
tain the string bible. The examples with tail are examples of piping the output from one
command to another: a very powerful concept that was also introduced in the section
“Advanced shell features,” earlier in this chapter. In the first case, you get the output from the
tail command, and you just select the lines that contain 404. In the second, you select the
lines that do not include the string googlebot; the - v option indicates “not.” In the last exam-
ple, the * symbol represents the start of a line, so you see only the lines that do not start with
the symbol #. (The # character identifies lines that are comments in shell scripts and most
Linux configuration files. This example therefore displays the lines of the configuration file
that are actually active.)

4 grep bible /etc/exports—Looks for all lines in the file /etc/exports that include
the string bible

4 tail -100 /var/log/apache/access.log|grep 404 —Looks for the string 404, the
web server’s “file not found” code, in the last hundred lines of the web server log

4 tail -100 /var/log/apache/access.log|grep -v googlebot—Looks in the last
100 lines of the web server log for lines that don’t indicate accesses by the Google
search robot

4 grep -v *jf /etc/apache2/httpd.conf—Looks for all lines that are not commented
out in the main Apache configuration file

Finding files with find and locate

The find command searches the filesystem for files that match a specified pattern. The
locate command provides a faster way of finding files but depends on a database that it cre-
ates and refreshes at regular intervals. The Tocate command is fast and convenient, but the
information it displays may not always be up-to-date —this depends on whether its database
is up-to-date.

4+ find . -name *.rpm—Finds RPM packages in the current directory

4+ find . | grep page —Finds files in the current directory and its subdirectories with
the string page in their names

4+ locate traceroute—Finds files with names including the string traceroute anywhere
on the system
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Editing text with vi and emacs

The vi (visual) and emacs (editor macros) text editors are the two most important text edi-
tors in Linux. You probably need to learn basic text editing using vi whatever you do because
it is almost always available on Unix and Linux systems. The emacs editor has immense
power but may not be installed on every system you use.

4+ vi /etc/exports—Edits the file /etc/exports with vi
4+ emacs /etc/exports—Edits the file /etc/exports with emacs

The key differences between these two editors lie in their command sets and their approach
to editing files. The vi editor is a modal editor, in which you are either in edit mode, typing
characters into a file, or in command mode, moving around in the file or executing commands
on portions of the file. The emacs editor is a modeless editor in which you are always in edit
mode —you use special key sequences known as contfrol and escape sequences to move
around in or execute commands on portions of the file. The arguments between devotees of
the two editors and approaches to editing text are legendary, and we shall not get into those
discussions here.

- Cross- “« See Chapter 11 for more details on these text editors and the similarities and differences
| Refer% between them.

|

Common Administrative Tasks

Tip

The tasks in this section are common ones that you may need to do when setting up your sys-
tem and beginning your new life as the system administrator of your own Linux system.

Basic user and group concepts

Linux is a truly multiuser operating system. The concept of users and groups in Linux is
inherited from the Unix tradition, and among other things provides a very clear and precise
distinction between what normal users can do and what a privileged user can do (such as the
root user, the superuser and ultimate administrator on a Linux system, who can do anything).
The fact that the system of users and groups and the associated system of permissions is
built into the system at the deepest level is one of the reasons why Linux (and Unix in gen-
eral) is fundamentally secure in a way that Microsoft Windows is not. Although modern ver-
sions of Windows have a similar concept of users and groups, the associated concept of the
permissions with which a process can be run leaves a lot to be desired. This is why there are
so many Windows vulnerabilities that are based on exploiting the scripting capabilities of
programs that are run with user privileges but that turn out to be capable of subverting the
system.

If you're interested in the differences between the major operating systems, Eric Raymond,
_ noted open source guru and philosopher, offers some interesting comparisons and discus-
# sionatwww.catb.org/~esr/writings/taoup/html/ch03s02.html.

Every Linux system has a number of users: Some of these are real live human users, and
some of them are system users, which are user identities that the system uses to perform cer-
tain tasks. The users on a system are listed in the file /etc/passwd. Look at your own entry
in /etc/passwd; it will look something like this:

roger:x:1000:100:Roger Whittaker:/home/roger:/bin/bash
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This shows, among other things, that the user with username roger has the real name Roger
Whittaker, that his home directory is /home/roger, and that his default shell is /bin/bash
(the bash shell).

There will almost certainly also be an entry for the system user postfix, looking something
like this:

postfix:x:51:51:Postfix Daemon:/var/spool/postfix:/bin/false

This is the postfix daemon, which looks after mail. This user can’t log in because its shell is
/bin/false, but its home directory is /var/spool/postfix, and it owns the spool directo-
ries in which mail being sent and delivered is held. The fact that these directories are owned
by the user postfix rather than by root is a security feature — it means that any possible
vulnerability in postfix is less likely to lead to a subversion of the whole system. Similar sys-
tem users exist for the web server (the user wwwrun) and various other services. You won'’t
often need to consider these, but it is important to understand that they exist and that the
correct ownerships of certain files and directories by these users is part of the overall secu-
rity model of the system as a whole.

Each user belongs to one or more groups. The groups on the system are listed in the file
/etc/groups. To find out what groups you belong to, you can simply type the command
groups (alternatively look at the file /etc/groups and look for your username). By default,
on a SUSE system, you will find that you belong to the group users and also to a few system
groups including the groups dialout and audio. This is to give normal human users the
right to use the modem and sound devices (which is arranged through file permissions as
you shall see later in this chapter).

Creating users and groups

You can most simply create a new user using YaST’s user module. Start YaST and choose the
“users and groups” option. You might want to create a user with the username guest and

the real name Guest User. YaST will create the user according to your instructions and also
create a home directory /home/guest for the new user with a “skeleton” of configuration files
in it.

This skeleton is copied from the directory /etc/skel but has the ownership of the new

user (user guest, group users) applied to it once the new user’s home directory has been
created.

You can also create a new user from the command line with the command useradd. The
equivalent command would be:

useradd -m guest -c "Guest User"

The useradd command has options that allow you to specify the groups to which the new
user will belong.

In a similar way, you can create or modify groups through YaST, and there are equivalent
command-line commands called groupadd (to add groups) and groupmod (to modify existing

groups).
As always, you can get complete and detailed information about the useradd, groupadd, and

groupmod commands by using the man or info commands, followed by the name of the com-
mand that you want help on.
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Working with file ownership and permissions

The users and groups discussed in the previous section are useful only because each file on
the system is owned by a certain user and group and because the system of file permissions
can be used to restrict or control access to the files based on the user who is trying to access
them.

- Cross- ‘X The section that follows is a crash course in file permissions; we go into greater detail in
| Reference’\,  Chapter 13.
p——

|

/Note

If you look at a variety of files and directories from across the system and list them with the
1s -1 command, you can see different patterns of ownership and permissions. In each case
the output from the 1s command is giving you several pieces of information: the permissions
on the file expressed as a ten-place string, the number of links to the file, the ownership of the
file (user and group), the size of the file in bytes, the modification time, and the filename. Of
the ten places in the permissions string, the first differs from the others: The last nine can be
broken up into three groups of three, representing what the user can do with the file, what
members of the group can do with the file, and what others can do with the file, respectively.
In most cases, these permissions are represented by the presence or absence of the letters r
(read), w (write), and x (execute) in the three positions. So:

4 rwx means permission to read, write, and execute
4 r-- means permission to read but not to write or execute
4 r-x means permission to read and execute but not to write

and so on.

Permission to write to a file includes the right to overwrite or delete it.

So for example:

1s -1 screenshotl.png
-rw-r--r-- 1 roger users 432686 2004-05-17 20:33 screenshotl.png

This file can be read and written by its owner (roger), can be read by members of the group
users, and can be read by others.

1s -1 /home/roger/afile
P 1 roger users 0 2004-05-17 21:07 afile

This file is not executable or writable, and can be read only by its owner (roger). Even roger
would have to change the permissions on this file to be able to write it.

1s -1 /etc/passwd
-rw-r--r-- 1 root root 1598 2004-05-17 19:36 /etc/passwd

This is the password file —it is owned by root (and the group root to which only root
belongs), is readable by anyone, but is group writable only by root.

1s -1 /etc/shadow
SPWor- - 1 root shadow 796 2004-05-17 19:36 /etc/shadow
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This is the shadow file, which holds the encrypted passwords for users. It can be read only
by root and the system group shadow and can be written only by root.

1s -1 /usr/shin/traceroute
-rwxr-xr-x 1 root root 14228 2004-04-06 02:27 /usr/sbin/traceroute

This is an executable file that can be read and executed by anyone, but written only by root.

Is -1d /home
drwxr-xr-x 6 root root 4096 2004-05-17 19:36 /home

This is a directory (note the use of the -d flag to the 1s command and the d in the first posi-
tion in the permissions). It can be read and written by the root user, and read and executed

by everyone. When used in directory permissions, the x (executable) permission translates
into the ability to search or examine the directory —you cannot execute a directory.

Is -1d /root
drwx------ 18 root root 584 2004-05-14 08:29 /root

In the preceding code, /root is the root user’s home directory. No user apart from root can
access it in any way.

1s -1 /bin/mount
-rwsr-xr-x 1 root root 87296 2004-04-06 14:17 /bin/mount

This is a more interesting example: notice the letter s where until now we saw an x. This indi-
cates that the file runs with the permissions of its owner (root) even when it is executed by
another user: Such a file is known as being suid root (set user ID upon execution). There are a
small number of executables on the system that need to have these permissions. This num-
ber is kept as small as possible because there is a potential for security problems if ever a
way could be found to make such a file perform a task other than what it was written for.

Is -1 alink
Trwxrwxrwx 1 roger users 8 2004-05-17 22:19 alink -> file.bz?2

Note the 1 in the first position: This is a symbolic link to file.bz?2 in the same directory.

Numerical permissions

On many occasions when permissions are discussed, you will see them being described in a
three-digit numerical form (sometimes more digits for exceptional cases), such as 644. If a file
has permissions 644, it has read and write permissions for the owner and read permissions
for the group and for others. This works because Linux actually stores file permissions as
sequences of octal numbers. This is easiest to see by example:

421421421
-rw-r--r-- 644
-rwxr-xr-x 755
“r--r--r-- 444
oo 400
So for each owner, group, and others, a read permission is represented by 4 (the high bit of a

3-bit octal value), a write permission is represented by 2 (the middle bit of a 3-bit octal value),
and an execute permission is represented by 1 (the low bit of a 3-bit octal value).
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Changing ownership and permissions

You can change the ownership of a file with the command chown. If you are logged in as root,
you can issue a command like this:

chown harpo:users file.txt
This changes the ownership of the file file.txt to the user harpo and the group users.

To change the ownership of a directory and everything in it, you can use the command with
the -R (recursive) option, like this:

chown -R harpo:users /home/harpo/some_directory/

The chmod command is also used to change file permissions. You can use chmod with both
the numerical and the rwx notation we discussed earlier in the chapter. Again, this is easiest
to follow by looking at a few examples:

4 chmod u+x afile—Adds execute permissions for the owner of the file
4 chmod g+r afile—Adds read permissions for the group owning the file
4 chmod o-r afile—Removes read permission for others

4 chmod a+w afile—Adds write permissions for all

4 chmod 644 afile—Changes the permissions to 644

4 chmod 755 afile—Changes the permissions to 755

If you use chmod with the rwx notation, u means the owner, g means the group, o means oth-
ers, and a means all. In addition, + means add permissions, and - means remove permissions,
while r, w, and x still represent read, write, and execute, respectively. When setting permis-
sions, you can see the translation between the two notations by executing the chmod command
with the -v (verbose) option. For example:

chmod -v 755 afile
mode of “afile' changed to 0755 (rwxr-xr-x)

chmod -v 200 afile
mode of “afile' changed to 0200 (-w------- )

Using umask

When a user creates a file, it is created with certain permissions. You can create an empty file
with the touch command:

touch newfile
If you then list the file, you will see something like this:

1s -1 newfile
-rw-r--r-- 1 roger users 0 2004-05-18 10:00 newfile

So the file has been created with the permissions 644. What controls the permissions with
which a new file gets created is something called the umask.
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By default on a SUSE system, a normal user’s umask is 022, which means that the permissions
for a new file added to 022 will make 666, while the permissions for a new directory added to
022 will make 777.

SUSE'’s defaults are relatively generous and open —the fact that the users you create are by
default all members of the same group (users) and that the default umask is 022 means that
files created by one user can be read by another. If you want to change a user’s umask, you
can change it in the . bashrc file; see the section on user preferences that follows.

Configuring user preferences

Linux stores most user preferences in so-called “dot files” in the user’s home directory. If a
filename starts with a dot, it will not be displayed by the 1s command unless you use the -a
option and is therefore regarded as a “hidden” file. Both dot files and dot directories are used
to hold preferences for most of the programs you use. Many programs will write a new dot
file in your home directory when you run them for the first time.

Many of these dot files have names that include the letters rc —this comes from the initial
letters of “run command” and is an old Unix legacy. The same letters rc will be seen in the
SUSE commands used for starting and stopping services.

In particular, the KDE desktop uses a directory . kde in a user’s home directory to store prefer-
ences for all KDE programs as well as your desktop settings. This directory contains multiple
subdirectories and preference files for many KDE applications.

The behavior of the bash shell is determined by the user’s file .bashrc. Exactly how bash
preferences are set is complicated; as mentioned earlier, the system-wide files /etc/profile
and /etc/profile.local are also read, and the user’s file .profile is read at login.

You can modify various aspects of how bash behaves by editing . bashrc. In particular, you
could change your umask simply by adding a line at the end of . bashrc like this:

umask 077

If you were then to log in and create a file, you would find that it had permissions
rw------- or 600, so it would be not be readable or writable by any other user (apart
from root). Similarly, if you created a directory, it would have the permissions drwx------ ,
so that it could not be explored by any other user.

The file .bashrc can also be used to control the appearance of the prompt and set paths and
environment variables.

The user’s file . xinitrc (if it exists) controls the behavior of the X Window system when it is
started by the user. In particular, the window manager to be used could be specified with
lines in . xinitrc near the end of the file similar to this:

WINDOWMANAGER=/usr/X11R6/bin/twm
exec $WINDOWMANAGER

You probably don’t want to make exactly that change, but it serves to illustrate what is possi-
ble. You might also want to include a command to start an xterm, which is a command-line
terminal application that runs within the X Window system, immediately before starting the
window manager:

WINDOWMANAGER=/usr/X11R6/bin/twm
xterm &
exec $WINDOWMANAGER
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It can sometimes be useful to remember that if you are having difficulties with the behavior of
programs as a user, removing (or better, hiding) the relevant dot file may help you diagnose
the problem. So for example, you could do this:

mv .emacs .emacs.trouble

The next time you start emacs, it will start without a preferences file so you can look through
your previous one to try to solve the problem.

Mounting and unmounting filesystems

Mounting a filesystem is what you need to do to make the files it contains available, and the
mount command is what you use to do that. In Linux, everything that can be seen is part of
one big tree of files and directories. Those that are on physically different partitions, disks, or
remote machines are “grafted” on to the system at a particular place —a mount point, which
is usually an empty directory.

To find out what is currently mounted, simply type the command mount on its own.

SUSE now uses the submount command to mount removable devices such CDs and floppy
i disks. This means that you no longer have to mount them explicitly; for example, if you sim-
ply change to the directory /media/cdrom, the contents of the CD will be visible.

4+ mount 192.168.1.1:/home/bible/ /mnt —Mounts the remote network filesystem
/home/bible/ from the machine 192.168.1.1 on the mount point /mnt

4+ mount /dev/hda3 /usr/local —Mounts the disk partition /dev/hda3 on the mount
point /usr/Tocal

4 umount /mnt —Unmounts whatever is mounted on the mount point /mnt

Working with Software Packages

All the packages that SUSE supplies are offered in RPM (Red Hat Package Manager) format.
RPM is a standard Linux software packaging system that is now widely used, although it origi-
nated on the Red Hat distribution.

An RPM package is a packed archive containing the files that need to be installed on the sys-
tem as well as necessary information about the package, particularly about dependencies
(which other packages the package depends on).

If you are installing SUSE packages, then the best way to do this is to use YaST. YaST will sort
out the dependencies for you during the package installation and generally “do the right
thing.” You can start YaST and use the package installation screen to see what packages are
available and choose the ones you want to install. Alternatively, if you know the name of the
package that you want to install, and the installation source is available to the system, you
can simply type the following:

yast -i <packagename>

Checking what's installed
The command:

rpm -qa
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will list all the RPM packages that are installed on the system. To check whether a particular
package is installed (for example, apache), combine this with grep:

rpm -qa | grep apache

Examining RPM packages

When you hear of an interesting piece of software that you would like to test out, your first
reaction should be, “Is there a SUSE package?” Checking this first can save you a good deal of
trouble.

Third-party packages that are distributed in RPM format may not work on SUSE for a variety
of reasons. Whether they will or not depends on their complexity and what other packages
they depend on.

The command:
rpm -gpl foreignpackage.rpm

will list the files that foreignpackage.rpm will install. For example, SUSE does not offer an
mpage package. If you examine the mpage package from the Fedora distribution in this way,
the result is as follows:

rpm -qpl mpage-2.5.3-7.1386.rpm

warning: mpage-2.5.3-7.1386.rpm: V3 DSA signature: NOKEY, key ID 4f2a6fd2
/usr/bin/mpage

/usr/share/doc/mpage-2.5.3
/usr/share/doc/mpage-2.5.3/CHANGES
/usr/share/doc/mpage-2.5.3/Copyright
/usr/share/doc/mpage-2.5.3/NEWS
/usr/share/doc/mpage-2.5.3/README
/usr/share/doc/mpage-2.5.3/T0D0
/usr/share/man/manl/mpage.l.gz
/usr/share/mpage
/usr/share/mpage/CP850.PC
/usr/share/mpage/IS0+STD+0TH
/usr/share/mpage/1S0-8859.1
/usr/share/mpage/I1S0-8859.15
/usr/share/mpage/IS0-Latin.1
/usr/share/mpage/ISO-Latin.2

Through this output you can see that this installation is not going to interfere with any exist-
ing files on the system, so you can simply install the package with the command:

rpm -ivh mpage-2.5.3-7.1386.rpm
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Extracting files from packages

The easy way to extract files from packages is with mc (midnight commander), a text-based file
manager that has the nice feature that explores inside various types of archives and packages,

including RPM packages. So if you start mc in a directory in which there is an RPM package, as
shown in Figure 2-1, you can examine the package using mc as shown in Figure 2-2 and copy or
read a text file from within mc.

I
77 me - ~frpm - Shell - Konsole

Session Edit View Bookmarks Settings Help

56 . rpm

Hint: To use the mouse cut and paste may require holding the shift key
roger@snark: homesrogersrpmn 3
Help | Zhenu | 3View

4-l5- ooy 7HKIIS 6DEIStE SFuDT 10t ¥

|
2. | @ shel |

Figure 2-1: A directory containing an RPM in mc

Hint: To use the mouse cut and paste may require holding the shift key
roger@snark: homesrogersrpm §
Help | Zhenu | 3View

‘1-l5- ooy 7HKIIEN 60EIetE SFDT 10 M

—

Figure 2-2: Looking inside an RPM with mc
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Compiling source packages

You will very often find materials distributed as gzipped tar archives. These are files that will
usually have names such as filename.tgz or filename.tar.gz. To extract all the files from
this archive, copy it to an empty directory somewhere and use the tar command to unpack
it, something like the following example:

mkdir unpack

cp filename.tgz unpack/
cd unpack

tar zxvf filename.tgz

Usually, you will then find that a new directory has been created with all the contents of the
package inside —if you are lucky, there will be a document there giving you details about how
to build the package. Very often (but not always) the way to proceed will be to do the follow-
ing commands:

./configure
make
make install

You will need to have the development tools installed for this to work.

Working with source RPMs

There will be occasions when a SUSE RPM of a particular package exists but not for the par-
ticular SUSE version you are using. If you are running SLES 8 on x86, you should be able to
install a binary package from SUSE Professional 8.1 without problems — similarly with SLES 9
on x86 and 9.1. But in other cases you may be able to take a source package and rebuild it
according to your needs. In the simplest case, you would do this (as root):

rpmbuild --rebuild packagename.src.rpm

You will then find that in the directory /usr/src/packages/RPMS, in the subdirectory corre-
sponding to your architecture (586 if you are on x86), there is a brand-new binary RPM
package that you can install. Again, you need to have the development tools installed for this
to work.

Connecting over the Network

Traditionally the way to connect to a remote machine and work on it was Telnet. Telnet is
inherently insecure; SUSE systems do not have Telnet enabled by default. If you want to log in
remotely, you should use ssh (secure shell).

If you are logged in to the machine bible as user fred and you want to log in to the machine
faraway as user guest, this is what you would do:

fred@bible:~> ssh guest@faraway
You will be prompted for the password, and you will be logged in.

If you use ssh with the option -X you will be able to run graphical programs on faraway and
see the display on bible.
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If you need to connect to your Linux machine from Windows, you can still use ssh provided
you have installed an ssh client for Windows: the best known of these is putty. You will find
aversion of putty in the dosutils directory on the SUSE DVD that is included with this
book. The latest version of putty is always available online from
www.chiark.greenend.org.uk/~sgtatham/putty/.

Similarly, the traditional way to move files from one system to another was FTP. Again, SUSE
systems do not have FTP enabled by default because of security concerns; you should use
either scp or sftp:

4 scp is most convenient when you are copying files from the local machine to the
remote one:

scp myfile root@faraway:/tmp/

4+ sftp enables you to list files and navigate directories on the remote machine just like
FTP. You can then use the get and put commands within sftp to transfer the files.

The Konqueror browser has a very nice feature called fish, which allows you to graphically
browse files on a remote machine using ssh, effectively combining the functionality of the
ssh tools into a graphical remote access client. In the Konqueror location bar, type
fish://faraway. Konqueror will then try to log you in under your current username to the
machine faraway and display your home directory there. You can then drag files across to
another Konqueror window or to the desktop. If you need to use a different username on the
remote machine, you can type, for example, fish://root@faraway into the location bar.

If you are regularly logging into one or more machines by ssh, you may want to consider cre-
ating an ssh key and copying it to the remote machine to allow a secure passwordless login:

ssh-keygen -t rsa

When prompted for a password, you can simply press Return. This will create files id_rsa
and id_rsa.pub in the directory . ssh under your home directory. If you copy (or append)
the file id_rsa.pub (the public key) to the file . ssh/authorized_keys?2 under your home
directory on the remote machine, you will be able to log in simply by typing ssh faraway.

Backing Up, Restoring, and Archiving Files

After you've done any real work on your SUSE system, you want to make sure that you've
backed it up somewhere in case of hardware failure or accidental deletion of your data. Linux
provides a variety of ways to create archive files that contain files and directories. You can
then copy these archive files to another machine over your network or write them to remov-
able media such as a CD-ROM to protect yourself against calamities. This section introduces
some of the most popular commands used to create archive files on a Linux system, either
as a standard Linux archive file or as an ISO file that you can subsequently burn to a CD for
archival purposes.

Creating and reading simple archives

We mentioned gzipped tar archives earlier —if you want to back up the current state of a
directory with all file permissions, date stamps, and symbolic links preserved, creating such
an archive may be the best way to do it. To create a gzipped tar archive of the directory work,
execute a command such as the following:

tar zcvf work.tgz work/
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The options zcvf mean “compressed, create, verbose, file,” respectively. If you copy the
archive somewhere else and you want to unpack it:

tar zxvf work.tgz
where zxvf means “compressed, extract, verbose, file.”

If your aim was simply to back up the directory on a remote machine, you can create the file
on your local machine and copy it elsewhere as explained in the previous section. You could
also use ssh and tar together to copy the directory tree across, like this:

tar cvf - work/|ssh faraway "cd /home/bible/incoming; tar xvf -"

What this does is to create a tar archive of the directory work on standard output, which is
pushed through the pipe (]) to ssh, which changes directory and unpacks the archive that it
is receiving on standard input.

SUSE includes a very nice tool called pax that can both create archives and very easily move
a directory tree from one place to another, preserving all file attributes. To create a pax
archive of the directory work, you can do this:

pax -wf work.pax work/
To unpack this again, do the following:
pax -rvf work.pax

One of the nice features of pax is that it can deal with archives in both the traditional Unix
formats tar and cpio. It is also a very convenient tool for copying a directory tree unchanged
from one place to another, like this:

pax -rwv work /tmp/

Creating an ISO image to burn to CD

An ISO file is a file that essentially contains the image of an ISO 9660-compliant CD. If you
create archive files in this format, you can then burn those files to a CD for offsite archival
purposes.

To create an ISO image of the directory work that you can subsequently burn to CD, do this:
mkisofs -J -r -o work.iso work/

To mount the image and check that it is correct, use the following:
mount work.iso /mnt -o Toop

You can then umount the image (umount /mnt) and then burn the image to CD using
cdrecord from the command line or KDE’s k3b tool.

Ultimately, this chapter has attempted to introduce the most common commands and con-
cepts that you will need when working with a SUSE Linux system. Much of the material that
has been covered here will become clearer as it is used again in other chapters of the book.

It is often said that the only way to learn a language is to use it. In the same way, if the com-
mands and ideas in this chapter were new to you, the best advice is to use them, experiment
with them, and gain knowledge by experience, with the examples here as a guide.
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In This Chapter

Creating partitions

Selecting and creating

Partitions are physical or logical portions of a disk; a filesystem is filesystems

the logical arrangement of data on a physical or logical partition

so that your computer system can access and store data there. Mounting filesystems
Partitions and filesystems are nothing new to the computer world,

but you will find that these parts of the operating system are much Unmounting filesystems
more visible and important as you use Linux. One of the great things

about Unix in general is that it is hands on! This may be daunting at + + + +

first, but it allows you to have as much or as little control over how
your system works as you want, optimize your system to meet your
needs, and fix any problems that may crop up.

Windows users have pretty much had it easy with regards to
installing their operating systems, which is a testament to Microsoft’s
ability to provide a high-level installer that still performs low-level
tasks without low-level user involvement. Of course, this can be a
burden, too, as any high-level interface provides less access to the
low-level commands that may be necessary when optimizing your
system for your specific requirements.

The next few sections cover partitions, how to use them, why you
use them, and where you use them. Later in this chapter, you will use
this basic knowledge about partitions to create a filesystem in which
you can actually create and store files and directories.

Partitions

We touched upon partitions during the installation of SUSE in
Chapter 1, and the configuration and creation of these is relatively
easy with the new graphical installers to help users along. Before
graphical interfaces such as YaST were readily available, more low-
level tools such as fdisk were available to simplify working with and
partitioning disks. As you can imagine, this book is here to help you
and teach you the ways of SUSE; however, because you already know
how to create partitions graphically with YaST from Chapter 1, we
will use the fdisk command from now on to get additional insights
into the low-level aspects of working with disks and partitions.
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Tip

You can still access SUSE's graphical partitioning utility after system installation by running
the Control Center, selecting the YaST2 Modules entry, selecting System, and clicking the

“# Expert Partitioner. This enables you to create new partitions in unallocated space. To resize

existing partitions, you can use the /usr/sbin/parted (partition editor) utility.

Most operating systems allow users to logically split a disk into sections that are known as
partitions. Disks are partitioned for several different reasons. In many operating systems,
such as older DOS/Windows systems, the operating system software lagged behind the manu-
facturing capabilities of disk drive manufacturers, so partitions were necessary to divide
large disks into sections that the system could correctly address. In general, partitions pro-
vide both manageability and logical separation of data for any computer system. Dividing a
disk into partitions makes it easier to back up data because backups are generally done on a
per-partition basis. Partitioning also limits the potential problems related to partial disk fail-
ures. Even if a portion of your drive becomes unwritable, data on other portions (partitions)
of the disk is still accessible. Finally, separating a disk into partitions makes it easier to
administer and reallocate disk space. Data can be moved between partitions as needed,

and partitions can be managed and added into the overall filesystem more flexibly thanks

to the way in which Unix and Linux systems make partitions available by mounting them on
directories. For example, if a system supports a large number of projects and one project
uses substantially more disk space than others and often fills up an existing partition, its
data can be moved to its own partition, which can then be mounted on its home directory.

Types of partitions

There are three types of partition definitions, and each provides different functionality for dif-
ferent situations:

4+ Primary partitions — These are the standard physical partitions you would use if you
did not need to segment your disk too much. Linux supports a total of four primary
partitions on a disk, which is usually a limitation for people with large disks who would
like to have some segmentation in the way they organize their data or critical files.

4+ Extended partition — An extended partition is a portion of a disk in which logical parti-
tions can be created (see the next bullet item). It is a special type of partition because
it cannot directly hold any data itself but contains other partitions that can themselves
hold data.

Character and Block Devices

Two types of devices can represent physical and virtual devices in Linux:

+ Character devices are those whose communication is based on a serial communication
character by character. Common character devices are your serial ports (/dev/ttySo0,
/dev/ttyS1, and so on) and the /dev/random device, which is a virtual device that if
read will just feed out a string of random bytes. The latter is useful for creating an empty
file that contains actual data.

+ Block devices are those whose communication is based on multiple bytes that are read
and written as a unit known as a block. All disk devices are block devices.

You will come across more block and character devices throughout the book.
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4+ Logical partitions— This is a special type of partition that is not a single physical portion
of your disk, as a primary partition is, but instead resides inside an extended partition.
After creating an extended partition, creating subsequent partitions will offer you the
choice of creating either a primary partition (remember, only four per disk!) or a logical
partition that resides in an extended partition.

If you have never encountered partitions before, they can be very daunting. With this in
mind, Figure 3-1 shows a logical view of sample partitions on a hard disk. This is not neces-
sarily how partitions are physically laid out on disks but provides a good conceptual view of
how they work together.

Once a partition has been created, it is represented in Linux by a device name. Devices are
represented by files in /dev, and the devices we are interested in at the moment are the block
devices that represent disk systems. We will concentrate on the common IDE (/dev/hdx) and
SCSI (/dev/sdx) disks.

/home/justin/Music

, " /home/justin/Movies

= Extended partition boundary
—— Primary partition
------- Logical partition

Figure 3-1: Conceptual view of partitions

Creating partitions

This section uses the fdisk command to view, edit, and create partitions on a sample SUSE
system. If you do not have available, unallocated disk space to experiment with on your exist-
ing system, this section provides examples of the most common reasons you would use
fdisk to carry out partitioning work so that you can see how and when you might use fdisk
in the future.
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Caution Partitioning and creating filesystems is a destructive procedure, and if not done correctly, it
will destroy data. It is quite likely that you have used up all of the space on your disk(s) when
you installed SUSE, which may mean that you will not have any space left on the disk to
experiment with the processes in this chapter. If you are new to Linux, it is possible that play-
ing with the system over time and prodding and poking system elements such as partitions
and filesystems could accidentally destroy your SUSE system (it happens to all of us who like
to learn by playing). If a reinstallation is needed, you could create your SUSE system with
space left over to test out these practices. If you are worried about your data and SUSE instal-
lation, we cannot stress enough that playing around with partition tables and filesystems can
lead to data corruption, or at worst, the destruction of all data on a disk. If you have a spare
computer, you may want to consider using it as a test system rather than experimenting on
a system that you are using for real work and which stores your personal data.

Your disk controllers and existing disk drives were detected and configured when you
installed SUSE Linux on your system. When using fdisk or any other partitioning software,
the most important thing to find out is that you are working with the correct disk on your
system. SUSE provides a few ways to do this, but the easiest is to use a feature of fdisk that
prints out all of the disks detected by the system along with their partition maps. As shown in
Listing 3-1, the fdisk -1 command tries to query all disks attached to the system and their
respective partition maps. The sample system used in this chapter has only one disk.

Listing 3-1: Output of the fdisk - Command

# fdisk -1

Disk /dev/hda: 82.3 GB, 82348277760 bytes

255 heads, 63 sectors/track, 10011 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System
/dev/hdal * 1 13 104391 83 Linux
/dev/hda?2 14 268 2048287+ 83 Linux
/dev/hda3 269 395 1020127+ 82 Linux swap
/dev/hda4 396 10011 77240520 f Win95 Ext'd (LBA)
/dev/hdab 396 2945 20482843+ 83 Linux
/dev/hdab 2946 4857 15358108+ 83 Linux
/dev/hda7 4858 6132 10241406 83 Linux
/dev/hda8 6133 10011 31158036 83 Linux

The output of fdisk -1 shows you the size of the disk, how many cylinders it has, and the
disk’s block and cylinder size. As the development of fdisk has progressed, the usability of
the tool has increased, showing users “human readable” information regarding the disk sub-
system. We will use human-readable sizes when creating partitions, as this is the easiest and
safest way to create new partitions.

" Note As you can see from the output of fdisk -1, the partitions within a disk are numbered
- incrementally. As a partition is added to a disk, the partition number is increased. As you can
see from the fdisk -1 output, we have eight partitions, 1-8. Partition 4 is not an actual par-
tition but is the definition for the extended partition that actually houses logical partitions 5,
6, 7, and 8. You can determine this by looking at the partition name or by comparing the
starting and ending block numbers for these partitions.
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Disks themselves are referenced using different drive letters within each type of 1/0 interface
(IDE, SCSI, and so on). The first IDE disk on the system is named hda. The first SCSI disk on
the system is named sda. As more disks are added to the system, subsequent letters are
used within each of your system’s storage interfaces. For example, hdb would be the second
IDE disk on the system'’s first IDE interface, hdec would be the first drive on the systems sec-
ond IDE interface, sdb would be the second disk on the system’s SCSI interface, and so on.

To set up partitions using fdisk, you need to specify the disk itself on the command line.
Once fdisk has loaded, you will be dropped to its command line to continue working on the
disk. At any time while in the fdisk command prompt, entering m followed by Return will dis-
play a help screen that lists all available fdisk commands.

So let’s go ahead and load up fdisk with /dev/hda as the disk we will be working with (see
Listing 3-2). (We're using a different disk in the following examples than we used in Listing 3-1,
so don’t worry about the discrepancy between this listing and the previous fdisk -1 example.)

Listing 3-2: Using fdisk to Edit /dev/hda
bible:~ # fdisk /dev/hda

The number of cylinders for this disk is set to 31207.
There is nothing wrong with that, but this is Targer than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other 0Ss

(e.g., DOS FDISK, 0S/2 FDISK)

Command (m for help): p
Disk /dev/hda: 16.1 GB, 16105807872 bytes

16 heads, 63 sectors/track, 31207 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot Start End Blocks Id System
/dev/hdal 1 1041 524632+ 82 Linux swap
/dev/hda2  * 1042 7283 3145968 83 Linux
/dev/hda3 7284 11445 2097648 83 Linux

Command (m for help):

As you can see in the preceding listing, fdisk presents you with a warning about the size of
the disk. The warning relates to older systems and disks and is not especially relevant these
days. Older operating systems used to talk to the disks in a system by directly querying its
BIOS for a specific coordinate on the disk expressed in terms of a cylinder, head, and sector
address. With space being at a premium in the old days, the amount of space allocated to
actually store those coordinates was very low (10 bits). For those of you who haven’t done
some binary math in your head, that equates to a total of 1,024 possible addresses on the
disk, and this is the problem fdisk is telling us about. DOS is an OS that is therefore unable
to handle these larger disks, and even the Linux LILO boot loader had this limitation until a
few years ago. It is unlikely that this limitation will affect you as most modern computer
BIOSes have resolved these issues.
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What Does fdisk Really Do?

The fdisk command displays and modifies the partition table, often referred to as the partition
map, for one or all disk drives. The partition table is stored on disk and is just a list of the cylin-
ders, sectors, and blocks associated with each existing partition on the disk. When you start
fdisk in interactive mode, it reads your disk’s partition table into memory and enables you to
make changes to that in-memory copy. Changes to the partition table are not actually written
back to the disk until you explicitly use the w (write) command to do so. Do not issue the w com-
mand unless you are absolutely sure that you want to update a disk’s partition map.

After starting the fdisk command and seeing any introductory messages, you are presented
with its internal prompt, Command (m for help):. We issued the p command to print out the
partition map. This produces the same output as the fdisk -1 command, but only for the
disk specified on the command line (/dev/hda).

The following example shows how to create an extended partition and logical partitions
within it. Listing 3-3 shows a transcript of this fdisk session, with our sample responses
highlighted in bold.

Listing 3-3: Creating an Extended Partition

Command (m for help): n
Command action
e extended
p primary partition (1-4)
e
Selected partition 4
First cylinder (11446-31207, default 11446): <CR>
Using default value 11446
Last cylinder or +size or +sizeM or +sizeK (11446-31207, default 31207): +2G

Command (m for help): p
Disk /dev/hda: 16.1 GB, 16105807872 bytes

16 heads, 63 sectors/track, 31207 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot Start End Blocks Id System
/dev/hdal 1 1041 524632+ 82 Linux swap
/dev/hda2  * 1042 7283 3145968 83 Linux
/dev/hda3 7284 11445 2097648 83 Linux
/dev/hdad 11446 15321 1953504 5 Extended

Command (m for help):

To create a partition, press n (new partition). After entering n, fdisk prompts you for the
type of partition that you want to create: p (for primary) or e (for extended). As you already
have three partitions, creating an extended partition will use all of your available primary
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partitions. However, as you are creating an extended partition, you can add more logical par-

titions when needed.

After entering e to create an extended partition, fdisk prompts you with a suggested value for
the starting cylinder for the new partition. This is always the first available cylinder on the
disk—the first cylinder that is not already allocated to an existing partition. Unless you have a
specific reason not to do so, you should always accept the suggested first cylinder by simply
pressing Return to accept the default value (shown in Listing 3-3 as <CR>, for carriage return).

Next, fdisk prompts you for the size or ending cylinder of the partition that you are creating.
You enter +2G to show that you want to create a 2GB partition, at which point the fdisk
prompt redisplays. After entering p to print the new partition map, you can see that you have
created a 2-gigabyte sized extended partition. This will allow you to create logical partitions

within it totaling no more the 2GB collectively.

Caution As mentioned previously, it is safe to experiment with fdi sk on your primary system as long
as you never write out the updated partition table. When you start fdisk, it creates an in-
memory copy of the partition map for the specified disk and makes all of its changes there.
It never updates your disk until you actually issue the w (write) command. Never issue the
write command in fd1isk unless you want to save your changes and update your disk’s idea
of its partitions. This can usually be undone, but if you have accidentally updated the parti-
tion table for your system’s boot drive, and have changed any existing partition definitions,
your system may well crash the next time that it tries to read from disk. If you accidentally
save an updated partition table, you may be able to recover by booting from a rescue disk
and manually recreating the old partition table within fdisk before you attempt to check
the consistency of the drive (by using fsck). Unfortunately, this is impossible to guarantee,

so be very careful when experimenting with fdisk.

Now, let’s go ahead and create a logical partition to hold a filesystem, as shown in Listing 3-4.

Listing 3-4: Creating a Logical Partition

Command (m for help): n
First cylinder (11446-15321, default 11446): <CR>
Using default value 11446

Last cylinder or +size or +sizeM or +sizeK (11446-15321, default 15321): +200M

Command (m for help): p

Disk /dev/hda: 16.1 GB, 16105807872 bytes
16 heads, 63 sectors/track, 31207 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot Start End Blocks
/dev/hdal 1 1041 524632+
/dev/hda2  * 1042 7283 3145968
/dev/hda3 7284 11445 2097648
/dev/hda4 11446 15321 1953504
/dev/hda5b 11446 11834 196024+

Command (m for help):

System
Linux swap
Linux
Linux
Extended
Linux
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Enter n to create a new partition. Because you have used up all the primary partitions you
can on the disk and now have one extended partition, fdisk is clever enough to realize that
you cannot create a primary partition, and therefore automatically determines that you can
create only a logical partition within the empty extended partition. Although you have the
ability to create many more partitions, this example simply creates a small logical partition of
200 megabytes for a test filesystem.

Printing out the partition table now shows you five partitions. The Extended partition cannot
store data or be accessed by Linux as anything but a container for logical partitions.

Updating a disk’s partition table

Once you have created a partition, you need to save the updated partition table for your disk.
As mentioned before, do not do this on a live system unless you are allocating previously
unused space. If the disk you are working on is currently in use (as may well be the case on a
small home machine), then the partition table will be saved but cannot be reread by Linux. To
solve this problem, you need to reboot your machine. If you were partitioning a disk that was
not in use (no filesystems mounted), then saving and rereading the table will work without a
problem. Listing 3-5 shows the wq (write and quit) commands in fdisk (which are actually
two separate commands that you can type together), followed by messages from fdisk indi-
cating that the system must be forced to update its idea of the disk’s partition table.

Listing 3-5: Saving the Partition Configuration

Command (m for help): wq
The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or
resource busy.

The kernel still uses the old table.

The new table will be used at the next reboot.

Syncing disks.

bible:~ #

Changing partition types

As you can see from the output of fdisk -1 and the p command in fdisk in the preceding
sections, there are a variety of different types of partitions. Linux, Linux swap, and Extended
all refer to a specific type of partition. Many operating systems, including Windows and Linux,
have different types of partitions. The most common ones that every Linux system uses are the
Linux (type 83 in fdisk) and Linux swap (type 82 in fdisk) types. Linux handles partitions of
different types in different ways.

Any Linux filesystem you create on a partition must be created on a partition whose type is
Linux (type 83). The swap partition must be of type Linux swap. When creating partitions,
type 83 is the default partition type for all physical or logical partitions. If you want to create
a partition of a different type, you must create it (using fdisk or YaST) and then modify its

type.
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Why would you want to do this? You may want to create a partition of a different type if, for
example, you are adding a new disk to a system that can boot both Linux and another operat-
ing system and you want to use a portion of your new disk as a standard partition for that
other operating system. For example, Linux knows about Windows partition types, but
Windows does not know about Linux partition types, so you would want to partition the disk
using Linux but then format the Windows partition under Windows. Linux recognizes (and can
access) an incredible number of different types of partitions, which enables you to use fdisk
to create disks that you can share with a wide range of other types of computer systems.

To change the type of a partition in fdisk, use the t command and enter the number of the
partition that you want to modify. You will then be prompted for the type of partition that you
want to change the partition to. This prompt takes a hexadecimal number as a type; you can
view the list of available partition types by entering L when prompted for the hex code for the
new partition type.

Filesystems

Filesystems provide a base for your files to be stored on the physical disk. A good analogy

is that a disk is like the building that houses your local library, while the filesystem is its
infrastructure —the shelves that hold the books and the card catalog that enable you to find
a particular title. Linux supports many different types of filesystems, each of which has its
own internal structure and access methods. To access a specific type of filesystem, Linux
uses kernel software known as a driver that understands the internal structure of a specific
filesystem. If you are trying to read a disk from another type of system, Linux might also need
to load additional drivers to be able to interpret the disk partition tables used by some types
of disks and associated filesystems.

To provide access to a wide range of different types of filesystems, Linux provides a general
method that is easily extended. Linux provides a virtual filesystem (VFS) layer that a filesys-
tem driver hooks into to provide file-based access to information. Whether it is listing the
files in a directory, reading the data from a file, or providing other functionality such as direct
file access (not using the filesystem buffers), VFS and the filesystem driver provide a uniform
application program interface (API) to deal with files in different types of filesystems. This is
nothing new, and Unix and all other operating systems that support multiple filesystems pro-
vide this virtual filesystem interface in one way or another.

When you have created partitions, you must usually create a filesystem in that partition to
make use of the newly allocated space. Many different types of filesystems are available for
this purpose, but this section focuses on types of filesystems that are available out of the box
with SUSE Linux.

The most common and preferred filesystem used with SUSE is the Reiser filesystem
(ReiserFS). ReiserFS was the first stable incarnation of a journaling filesystem on Linux. The
development of ReiserFS was partly funded by SUSE as they realized that enterprise class
storage (at least large storage pools) needed a journaling filesystem.

Historically, the most popular Linux filesystem is EXT2, which is a fast, simple filesystem that
does not have a journaling feature. When a system that uses EXT2 filesystems crashes, the
EXT2 metadata must be scanned thoroughly and compared to the data that is actually on the
disk to correct any chance of data corruption. On a large system, this consistency check can
take at best minutes and at worst an hour or two. Journaling filesystems introduce a small
overhead for all write operations, but the greater assurances of data consistency and the fact
that modern drives are very fast make them an attractive choice for use on most modern
Linux systems.
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What Is a Journaling Filesystem?

A journal, with respect to filesystems, is an area of the disk that is used to store information
about pending changes to that filesystem. Filesystems contain two general types of information:
the actual files and directories where your data is stored, and filesystem metadata, which is inter-
nal information about the filesystem itself (where the data for each file is physically stored, which
directories contain which files, and so on). When you write to a file in a journaling filesystem, the
changes that you want to make are written to the journal rather than directly to the file. The
filesystem then asynchronously applies those changes to the specified file and updates the
filesystem metadata only when the modified file data has been successfully written to the file in
question. Journaling helps guarantee that a filesystem is always in a consistent state. When you
reboot a Linux system, Linux checks the consistency of each filesystem (using a program called
fsck, for file system consistency check) before mounting it. If a filesystem requires repair
because its consistency cannot be verified, the fsck process can take a long time, especially on
larger disks. Enterprise systems tend to require journaling filesystems to minimize the time it
takes to restart the system because downtime is generally frowned upon.

There are certain situations where the use of a journaling filesystem can be a bad idea—
most notably with databases that store their data in a standard Linux filesystem but that
keep their own log of changes to those data files and are able to recover data using their own
internal methods. Oracle is a good example of a database that provides its own methods to
guarantee the consistency of its data files.

EXT2

EXT2 has been the de facto Linux filesystem for many years and is still used for initial
ramdisks and most non-journaling filesystems. Because of its age, EXT2 is considered
extremely stable and is quite lightweight in terms of overhead. The downside to this is that
it does not use any journaling system to maintain integrity of data and metadata.

EXT3

EXT3 is a journaling version of the EXT2 filesystem discussed in the previous section. It adds
a journal to the EXT?2 filesystem, which can be done to an existing EXT2 filesystem, enabling
easy upgrades. This is not possible with other journaling filesystems because they are inter-
nally very different from other existing filesystems.

EXT3 provides three journaling modes, each of which has different advantages and
disadvantages:

4 journal —Logs all filesystem data and metadata changes. The slowest of the three
EXT3 journaling modes, this journaling mode minimizes the chance of losing the
changes you have made to any file in an EXT3 filesystem.

4+ ordered — Logs only changes to filesystem metadata, but flushes file data updates to
disk before making changes to associated filesystem metadata. This is the default EXT3
journaling mode.

4+ writeback — Logs only changes to filesystem metadata but relies on the standard
filesystem write process to write file data changes to disk. This is the fastest EXT3 jour-
naling mode.



Chapter 3 + Partitions, Filesystems, and Files

Beyond its flexibility and the ease with which EXT?2 filesystems can be converted to EXT3
filesystems, another advantage of the EXT3 filesystem is that it is also backward compatible,
meaning that you can mount an EXTS3 filesystem as an EXT2 system because the layout on
disk is exactly the same. This enables you to take advantage of all the existing filesystem
repair, tuning, and optimization software that you have always used with EXT2 filesystems
should you ever need to repair an EXT3 filesystem.

ReiserFS

The ReiserFsS filesystem was mentioned earlier; this section provides more in-depth informa-
tion about its advantages and capabilities. ReiserFS is one of the most stable Linux journaling
filesystems available. Although occasional problems have surfaced in the past, the ReiserFS
filesystem is widely used, and problems are therefore quickly corrected.

ReiserFS does not allocate and access files in the traditional block-by-block manner as do
other filesystems such as EXT2, but instead uses a very fast, balanced b-tree (binary tree)
algorithm to find both free space and existing files on the disk. This b-tree adds a simple but
elegant mechanism for dealing with small files (files that are smaller than the filesystem block
size, generally 4 kilobytes) in ReiserFS. If a file is smaller than a filesystem block, it is actually
stored in the binary tree itself instead of being pointed to. Retrieving the data for these files
therefore takes no more time than is required to locate them in the b-tree, which makes
ReiserFS an excellent choice for filesystems in which large numbers of small files are con-
stantly being created and deleted, such as mail directories or mail servers.

ReiserFS also provides other optimization that can lead to dramatic space savings compared
to traditional filesystems.

When a file is stored on a filesystem, filesystem blocks are allocated to actually store the data
that the files contain. If you had a block size of 4K, but wished to store a file of 6K on the disk,
you would be wasting 2K of disk space because a block belongs to one file only and in this
case you would have to occupy two, wasting 2K and therefore not optimally using the space.
ReiserFS can also store these fragments in its b-tree by packing them together, which provides
another way of minimizing disk space consumption in a ReiserFsS filesystem. Later in the chap-
ter, we look at some published benchmarks comparing filesystems in different situations.

JFS

JFS is a port of IBM’s Journaling Filesystem to Linux. JFS was originally developed for IBM’s
0S/2 operating system and later adapted for use as the enterprise filesystem used on its
pSeries/AlX-based systems. IBM released the source code for JFS to the open source commu-
nity in 2000 and has actively participated in the continuing development and support of this
filesystem for Linux since that time. JFS is similar to ReiserFS in that it uses binary trees to
store information about files. JFS is heavily based on transactions, in much the same way that
databases are, using these as the basis for the records that it maintains in its journal. JFS pro-
vides a very fast method of data allocation based on extents. An extent is a contiguous series
of data blocks that can be allocated, read, written, and managed at one time.

JFS also makes clever use of filesystem data structures such as the inode (information node)
data structure that is associated with each single file or directory in the filesystem. At least
one inode exists for every file in the filesystem, but JFS creates them only when files and
directories are created. In traditional filesystems, the number of inodes (and thus the number
of files) on a filesystem was dictated at filesystem creation time. This could lead to a situation
in which even though there was enough space on the device, no more files could be created
because there was nowhere to store information about the file. Creating inodes as files and
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directories are allocated means that a JFS filesystem can contain an essentially unlimited
number of files and allows a JFS filesystem to be scalable in the traditional sense. As JFS is a
64-bit filesystem, it is also able to allocate space for extremely large files, unlike existing 32-bit
filesystems that can create files only up to 4GB in size because of addressing issues.

XFS

XFS is SGI's high-performance 64-bit filesystem, originally developed for use with its IRIX
operating system. SGI machines have traditionally had to work with large data sets on
machines with many processors, which is reflected in the way that XFS works. One of the
best features of XFS is that it offers independent domains of data across the filesystem. This
allows a multiprocessor system to access and change data in different allocation groups
independently of each other. This also means that instead of a single write happening to the
filesystem at one time, multiple reads and writes can take place at the same time. This pro-
vides a significant performance boost for enterprise level data storage. This may not sound
like something that would work in the traditional sense of a single disk on a home PC, but if
you have a storage area network in which multiple data streams are provided by many disks,
the idea works very well.

Like ReiserFS, XFS uses its journal to store information about file metadata and employs
binary trees to handle allocation of data. An added feature of XFS is that it also uses a binary
tree to store information about free space. This helps speed up block allocation for new
information. As you would expect from a filesystem originally developed for machines that
process huge amounts of multimedia data, XFS is especially good at allocating and managing
huge files.

XFS is truly an enterprise filesystem and may not prove overwhelmingly attractive for a home
user, but for large amounts of data and high-end machines, it really is an excellent choice.

VFAT/NTFS

Virtual File Allocation Table (VFAT) and New Technology File System (NTFS) are the Microsoft
filesystems that are found in Windows 98/95, NT, and 200x operating systems. NTFS filesys-
tems are readable by Linux systems, although writing NTFS filesystems is a recent addition to
the Linux kernel that is still being developed and debugged. Support for the VFAT filesystem
is quite stable in Linux and enables a user to mount and reliably read and write to VFAT
filesystems, which is especially convenient if you are using a machine that can boot both
Linux and Windows. SUSE Linux is usually quite good at finding a Windows installation and,
depending on its support for the version of NTFS used on your disk(s), will create a mount
point for your Windows filesystems so that you can access your files while running Linux.

Creating Filesystems

As you can see from the previous sections, the choice of filesystems provided by Linux is
quite large, and they all perform relatively well. A journaling filesystem is always recom-
mended when quick restart times and maximized data integrity are significant factors, and
the ReiserFS, EXT3, JFS, and XFS are all excellent filesystems to consider. In enterprise envi-
ronments, optimizing data access and creation times are especially significant features, with
both XFS and JFS providing potential performance advantages, especially when creating large
files. For home users, getting the most out of your storage devices is often a primary concern,
in which case ReiserFS is a good choice. If you want to migrate existing EXT2 filesystems to
Linux or are simply concerned about having the richest possible set of diagnostic and debug-
ging tools, the EXT3 filesystem is probably your best choice.
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Those of you familiar with other forms of Unix will be expecting to find mkfs scripts to create
new filesystems. As Linux is a form of Unix, it does indeed use the notion of mkfs to create
new filesystems. On Linux systems, the mkfs program is actually a wrapper for filesystem-
specific versions of mk fs, which have names such as mkfs.ext2, mkfs.reiserfs, and so on.
When you execute the mkfs command, you must specify the type of filesystem that you want
to create using the -t (type) option, which the mkfs command then uses to locate the ver-
sion of the mkfs command that will create the specified type of filesystem. The following list
shows the filesystem-specific versions of mkfs that are found on a standard SUSE system:

# 1s -1 /sbin/mkfs*
/sbin/mkfs
/sbin/mkfs.bfs
/sbin/mkfs.ext?
/sbin/mkfs.ext3
/sbin/mkfs.jfs
/sbin/mkfs.minix
/sbin/mkfs.msdos
/sbin/mkfs.reiserfs
/sbin/mkfs.vfat

Having already created partitions to house our filesystems earlier in this chapter, we can now
use these to experiment with different types of filesystems. The next few sections show how
to create different types of journaling filesystems and provide some guidance on mounting
and using these types of filesystems.

The utilities used to create EXT2 and EXT3 filesystems (mkfs.ext2 and mkfs.ext3, respec-
. tively) are actually hard links to the mke2fs utility (as is the mkfs.ext3 utility discussed in
# the next section). The mke2fs utility was written long ago, before the mkfs. filesystem-
type naming convention was developed. The mke2fs utility therefore takes different
options and behaves differently depending upon how it is invoked from the command line.

Creating an EXT2 filesystem

The version of mkfs for each type of Linux filesystem provides some options that are specific
to that type of filesystem. One of the most interesting options for the mkfs.ext2 command is
the -T option, which enables you to invoke predetermined filesystem configuration defini-
tions that are designed to optimize the filesystem for a specific usage pattern. The mkfs.ext?2
man page lists the following - T options:

4+ news— One inode per filesystem block. In this case, each inode would have a 4K block
space allocated for data. If you have a large amount of small files on your system (less
than 4K), this will provide one inode per filesystem block.

4 largefile — One inode per 1MB of data allocation. This would be used where most of
your files are about 1MB in size. This makes the dispersal of data across the filesystem
less granular but optimizes the amount of inodes needed.

4 largefile4 — One inode per 4MB of data allocation. If your filesystem will primarily
store huge files, this will optimize the amount of inodes needed on your system for
larger files.

If you are using this filesystem for general purposes, such as to hold the operating system
itself, it is a bad idea to use these options because they are not designed for general purpose
environments. Linux system partitions such as the root filesystem contain a diverse mixture
of small and large files. Under- or over-allocating inodes can prove either disastrous or
overzealous for general-purpose use.
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Listing 3-6 shows the output of the mkfs.ext?2 command when creating an EXT2 filesystem
with default settings.

Listing 3-6: Creating an EXT2 Filesystem

bible:~ # mkfs.ext2 /dev/hda5
mke2fs 1.34 (25-Jul-2003)
Filesystem label=
0S type: Linux
Block size=1024 (1og=0)
Fragment size=1024 (1og=0)
49152 inodes, 196024 blocks
9801 blocks (5.00%) reserved for the super user
First data block=1
24 block groups
8192 blocks per group, 8192 fragments per group
2048 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729

Writing inode tables: done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 36 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to override.
bible:~ #

By default, the block size of the EXT2 filesystem is 1 kilobyte, with a total of 49,152 inodes.
The number of inodes available for the filesystem is dictated by the amount of space on the
partition and the block size of the device. If you are making an EXT2 filesystem with default
settings, as we did, bear in mind that the number of inodes available on the filesystem dic-
tates the number of files that can be created. Once you have created an EXT2 filesystem, you
have no way to extend the number of inodes available on that filesystem.

For a complete list of the options that are available when creating an EXT2 filesystem, see the
online manual page for the mkfs.ext2 or mke2fs utilities, available by typing man

: } mkfs.ext?2 from a Linux command line.

Creating an EXT3 filesystem

As mentioned at the end of the “Creating Filesystems” section, the same utility is used under
the covers to create both EXT2 and EXT3 filesystems; it is simply invoked differently by the
mkfs wrapper command. Therefore, the same options are available when creating an EXT3
filesystem.

The easiest way to create an EXT3 filesystem is to use the mkfs wrapper command, specify-
ing ext3 as the type of filesystem that you want to create. Listing 3-7 shows the output of the
mkfs command when creating an EXT3 filesystem with default settings. Note that the output
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of this command is exactly the same as that shown when creating an EXT2 filesystem in the
previous section, with the exception of the following line:

Creating journal (8192 blocks): done

This line indicates that a journal was created for the new partition, and that it is therefore an
EXT3 partition.

Listing 3-7: Creating an EXT3 Filesystem

bible:~ # mkfs -t ext3 /dev/hdab
mke2fs 1.34 (25-Jul-2003)
Filesystem Tabel=
0S type: Linux
Block size=1024 (10g=0)
Fragment size=1024 (10g=0)
49152 inodes, 196024 blocks
9801 blocks (5.00%) reserved for the super user
First data block=1
24 block groups
8192 blocks per group, 8192 fragments per group
2048 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729

Writing inode tables: done
Creating journal (8192 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 36 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to override.
bible:~ #

When creating an EXT2 or EXT3 filesystem manually, you should write down the location of
the superblock backups that were created as part of the filesystem. A good place to write
4 these is on a label that you then attach to the top of the disk. You may need to know this

information if the primary superblock on your filesystem ever becomes corrupted. For infor-

mation about how and when to use these superblock backups, see the section “Common

EXT2 and EXT3 mount options” later in this chapter.

Upgrading an EXT2 filesystem to an EXT3 filesystem

Because EXT2 and EXTS3 filesystems share the same internal structure (with the exception of
whether or not a journal exists), you can easily convert an existing EXT2 filesystem to an
EXT3 filesystem to take advantage of the journaling capabilities of the latter. You may want to
do this if you decided to play things safe and created all of your filesystems as EXT2 filesys-
tems when you installed SUSE on your system, or if you are upgrading an older, existing Linux
system that uses EXT2 filesystems to the latest revision of SUSE Linux. Either way, converting
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an existing EXT2 filesystem to EXT3 is a painless operation involving two steps: using the
tune2fs command to add an EXT3 journal to each existing EXT2 filesystem that you want

to upgrade and then updating your system’s filesystem table (/etc/fstab) to identify the
upgraded partition(s) as EXT3 filesystems rather than EXT2 filesystems. The structure of

the /etc/fstab file is explained in detail later in this chapter in the section “Automatically
mounting filesystems.” Upgrading an EXT2 filesystem to an EXT3 filesystem is a completely
safe operation to perform on any existing EXT2 filesystem. The EXT3 filesystem was designed
with this sort of upgrade in mind and is a truly impressive piece of work.

Caution As mentioned earlier, you should not upgrade EXT2 filesystems to EXT3 filesystems in certain

Tip

Tip

circumstances, specifically if your EXT2 filesystem holds data files such as Oracle database
files that have their own built-in journaling mechanism. Running two journaling mechanisms
on the same file may cause data corruption or may cause your database system to crash.

Listing 3-8 shows the output from using the tune2fs command to upgrade an existing EXT2
filesystem to an EXT3 filesystem. When this command completes, simply bring up the file
/etc/fstab in your favorite text editor, search for the line related to each partition that you
upgraded, and change the value ext? to ext3. After saving the file, you can reboot your sys-
tem to take advantage of the journaling capabilities of your new EXT3 filesystems.

Listing 3-8: Updating an EXT2 Filesystem to EXT3

bible:~ # tune2fs -j /dev/hdab

tune2fs 1.34 (25-Jul-2003)

Creating journal inode: done

This filesystem will be automatically checked every 26 mounts or
180 days, whichever comes first. Use tune2fs -c or -1 to override.

As its output suggests, the tune2fs command enables you to adjust many other parame-
.. ters for EXT2 and EXT3 filesystems. As you become more familiar with Linux, the tune2fs
4+ command can help you further fine-tune your EXT2 and EXT3 filesystems. See the online
manual page for the tune2fs command for more information about other available options
and why you might want to use them.

Creating a ReiserFS filesystem

In most cases, you will create ReiserFS partitions when you first install your system. However,
if you subsequently add a new disk drive to your system, you will need to partition it and cre-
ate filesystems on those partitions. The ReiserFS filesystem is an excellent choice for most
Linux filesystems, especially user filesystems and mail or web server partitions where you
will be creating and deleting large numbers of small files. As discussed earlier, the design of
the ReiserFS makes it a fast filesystem in which to locate files and also helps you get the most
out of your available storage by handling small files (less than 4K) specially.

Unfortunately, there is no automatic way to convert an existing filesystem of some other type
. to a ReiserFS filesystem. To convert an existing filesystem to ReiserFS, you would have to
4 back up all existing data from one of your existing partitions, create a new ReiserFS partition
on that partition, and then restore your data there.
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Listing 3-9 shows commands (and related output) used to create a ReiserFsS filesystem from
scratch on /dev/hdab using the default parameters. Although this example uses the
mkfs.reiserfs command directly, you could do exactly the same thing by executing the
command mkfs -t reiserfs /dev/hdab.

Listing 3-9: Creating a Reiser Filesystem

bible:~ # mkfs.reiserfs /dev/hdab
mkfs.reiserfs 3.6.13 (2003 www.namesys.com)

A pair of credits:
BigStorage(www.bigstorage.com) contributes to our general fund every month,
and has done so for quite a long time.

Alexander Lyamin keeps our hardware running, and was very generous to our
project in many Tittle ways.

Guessing about desired format.. Kernel 2.6.4-52-default is running.
Format 3.6 with standard journal
Count of blocks on the device: 48992
Number of blocks consumed by mkreiserfs formatting process: 8213
Blocksize: 4096
Hash function used to sort names: "r5"
Journal Size 8193 blocks (first block 18)
Journal Max transaction length 1024
inode generation number: 0
UUID: 4af72c6a-3f9c-4097-bbce-3124bc0c214a
ATTENTION: YOU SHOULD REBOOT AFTER FDISK!
ALL DATA WILL BE LOST ON '/dev/hda5'!
Continue (y/n):y
Initializing journal - 0%....20%....40%....60%....80%....100%
Syncing. .ok
ReiserFS is successfully created on /dev/hdab.

As you may have noticed, the creation of the ReiserFS filesystem makes doubly sure that you are
aware that you will erase data on your partition once the filesystem has been created. As ReiserFS
is a large project for a small amount of people to look after, it is funded by various organizations.
The developers have been lucky that major organizations rely heavily on the success of ReiserFS
and have bought support contracts that directly help maintain the development of ReiserFS.

Filesystem Benchmarks

Choosing the type of filesystem that you want to use on your system can be tricky.
Throughout the earlier sections of this chapter, we have explored the capabilities of various
Linux filesystems and suggested the types of tasks that each is best suited to. However, noth-
ing shows the performance of a filesystem better than benchmarks that you can run against
each, and then simply compare the results. Various books and articles on Linux filesystems
provide just this sort of comparison. Justin Piszcz, the author of one such article for the
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online Linux Gazette, kindly gave us permission to reproduce the benchmark results from his
article. Figure 3-2 shows some of the more general benchmarks he ran that highlight some

of the most important results. To see the full benchmark, you can view the full article at
http://1inuxgazette.net/102/piszcz.html.

FILESYSTEM EXT2 EXT3 JFS Reiser XFS
1 UNTAR KERNEL 2.4.26 TARBALL 24.49 31.73 34.64 12.36 2379
2 TAR KERNEL 2.4.26 SOURCE TREE 17.86 234 27.06 22.81 24.85
3 REMOVE KERNEL 2.4.26 SOURCE TREE 424 7.26 10.86 3.18 4.48
4 COPY 2.4.26 TARBALL 10 TIMES 18.28 46.68 38.17 49.16 26.22
5 CREATE A 1GB FILE 18.93 2235 28.87 25.8 20.49
6 COPY A 1GB FILE 45.04 62.48 54.46 71.06 55.89
7 CAT 1GB FILE TO DEV NULL 217 2352 204 23.28 2113
Filesystems Benchmark
80
70 ]
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5 EEXT3
3 40 mJFs
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Figure 3-2: Benchmark results

The benchmarks represented in the graph are as follows:

1. Untar the kernel 2.4.26 kernel. This represents a large amount of small files being cre-
ated on the filesystem.

2. Tar the same source tree. This shows a large amount of small files being queried and
read.

3. Remove the kernel source tree. This represents a large amount of files being removed
from the filesystem.

4. Copy the kernel tarball ten times. This represents the reading of a large file many times

over and shows both filesystem performance and the performance of the read-ahead
buffer.
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5. Create a 1GB file. This shows how well the filesystem handles the creation of a large
file. This is especially good at showing how well the filesystem deals with allocating a
large amount of space over a large span of the disk.

6. Copy a 1GB file. This represents how well the filesystem deals with both reading and
writing a large file. This is valuable for fileservers that have to deal with large files.

7. Stream data from a 1GB file to the null device. The null device is a black hole that is
able to read in any data and drop it immediately. This represents how well the filesys-
tem can read a file.

As you can see in the benchmarks, ReiserFS is very good at dealing with small file operations,
whereas EXT2 is good at reading larger files. XFS copies large files sequentially very well (not
as well as EXT2), whereas JFS proved the best at reading the 1 gigabyte file.

These tests are by no means conclusive but are here to give you an idea of how well the
filesystems perform comparatively. Choosing among them is a matter of judging how data is
manipulated on your system and how you see that changing in the future. For general infor-
mation about the capabilities and design of each of the types of filesystems shown in Figure
3-2, see the section that introduces that filesystem earlier in this chapter.

Mounting Filesystems

Once a filesystem has been created, you will probably want to actually use it. The process is
different from that of other operating systems, such as Windows, where all available filesys-
tems are automatically loaded. In Unix, a filesystem has to be mounted by the operating sys-
tem. Mounting is the process where the root of the filesystem is attached to your system’s file
hierarchy by associating it with a directory. This may seem like an archaic way of accessing
your data, but it does provide you with a transparent way of accessing all the data (local and
remote) under a single administrative domain.

The filesystems that you can access from a Linux system can be grouped into two general
types —local and remote. Local filesystems are filesystems that are located on storage
devices that are directly connected to a particular Linux system. Remote filesystems are
those that are attached to other Linux systems but that you can access from your system by
using a networked filesystem protocol such as the Network File System (NFS), which is the
most common network filesystem on Linux and Unix systems.

- Cross- ‘X For more information about NFS, see Chapter 21.
| Reference\l

—

Filesystems can be mounted either manually or automatically when your system boots.
Mounting filesystems automatically is discussed later in this chapter, in the section
“Automatically mounting filesystems” (oddly enough). Filesystems are mounted manually by
using the mount command. The mount command attaches a filesystem to the filesystem hier-
archy and allows you to pass parameters to the filesystem driver that specify how it should
use the filesystem. Issuing the mount command with no arguments lists all of the filesystems
that are currently mounted on your system, as shown in Listing 3-10.
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Listing 3-10: Mounting an EXT2 Filesystem

bible:~ # mount -t ext2 /dev/hda5 /mnt

bible:~ # mount

/dev/hda3 on / type reiserfs (rw,acl,user_xattr)
proc on /proc type proc (rw)

tmpfs on /dev/shm type tmpfs (rw)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)
/dev/hda2 on /home type reiserfs (rw,acl,user_xattr)
/dev/hdc on /media/dvd type subfs

(ro,nosuid,nodev, fs=cdfss,procuid,iocharset=utf8)
/dev/fd0 on /media/floppy type subfs
(rw,nosuid,nodev,sync,fs=floppyfss,procuid)

usbfs on /proc/bus/usb type usbfs (rw)

/dev/hdab on /mnt type ext2 (rw)

As most commonly used, the mount command takes two arguments, the block device that the
filesystem resides on and the directory you wish to mount it under. The /mnt directory is a
general-purpose directory that is present on most Linux systems and is used for mounting
filesystems that you want to use for a single session only. For filesystems that you want to
use regularly, it is customary to either create a directory under /mnt if you wish to mount

a filesystem or follow the procedure discussed later in this chapter in the section entitled
“Automatically mounting filesystems” to mount a filesystem on a regular basis. If you wish to
permanently mount filesystems for specific purposes, it is a good idea to create or identify a
directory that is permanently associated with that specific filesystem. For example, if you
wish to store the /var hierarchy on a different disk, you would permanently mount it outside
of /mnt.

The mount command’s -t option enables you to specify the type of filesystem that you are
mounting but is unnecessary in many cases because the kernel tries to automatically sense
the filesystem type. If the kernel cannot determine the filesystem type automatically and you
are unsure of the type of filesystem that is located on a device, you can use the guessfstype
utility, which examines the superblock on a specific partition to try to determine the type of
filesystem that it contains. You can then explicitly identify the type of filesystem that a parti-
tion contains by using the -t type option when you issue the mount command.

Mount options

Depending on the type of filesystem you are using, you can pass mount options that impact
the way the filesystem is used. These are functional parameters that change the way that the
filesystem works or that provide optimizations for specific scenarios.

This section provides an overview of the most significant mount options that are available
for the EXT2/EXT3 and ReiserFS filesystems, as well as a discussion of some general mount
options that can be useful regardless of the type of filesystem that you are using. The online
manual page for the mount command provides complete information about all of the general
and filesystem-specific options that are supported by the mount command.



Tip

Chapter 3 + Partitions, Filesystems, and Files

Common EXT2 and EXT3 mount options

As discussed earlier in the chapter, the EXT2 and EXT3 filesystems share the same basic data
structures and differ largely only in terms of whether a journal is present (and the journaling
option is enabled in the filesystem superblock). For this reason, they also share a large list of
mount options that can be used with either. Of these shared mount options, the most signifi-
cant is the sb option, which enables you to specify an alternate superblock to use when
checking the consistency of the filesystem using the fsck utility.

As shown back in Listings 3-6 and 3-7, a number of backup superblocks are created when an
EXT2 or EXT3 filesystem is created. A superblock is the cornerstone of a Linux filesystem and
provides key information about a filesystem such as the number of free inodes, a pointer to
the list of free blocks, and various attributes that specify the configuration of that particular
filesystem. The size of a filesystem determines the number of backup superblocks created by
the mkfs.ext2 or mkfs.ext3 utilities when you created the filesystem.

Backup superblocks are useful when the primary superblock for a filesystem (generally the
first 512 bytes of the filesystem) has become corrupted or otherwise damaged. If a filesys-
tem'’s primary superblock has become corrupted, you must specify an alternate superblock
to use when checking the filesystem’s consistency using fsck, and then again when you
mount the filesystem. The mount option sb=n tells the mount command to use block n as
superblock instead of block 1. The block number must be supplied in terms of 1K units.
Therefore, to use logical block 32768 as a replacement superblock on a filesystem that uses
4K blocks, you would specify the mount option sb=131072.

If you don’t know the location of the backup superblocks in your EXT2 or EXT3 filesystem,
~ don't panic. Block 8193 is almost always a superblock backup.
)
As an example, the following mount command mounts the partition /dev/hda5 on the direc-
tory /mnt as an EXT2 filesystem using the alternate superblock at block address 8193:

mount -t extZ2 -o sb=8193 /dev/hdab /mnt

EXT3-specific mount options

Although the EXT2 and EXTS3 filesystems share the same general organization, the EXT3
filesystem supports various attributes that are specific to its support for journaling. These
attributes are stored in the superblock of an EXTS3 filesystem.

The most interesting of these attributes are those that control the journaling mode used by

a mounted EXT3 filesystem. The three journaling modes supported by the EXT3 filesystem
were discussed earlier in this chapter in the section “EXT3.” Each EXT3 filesystem is assigned
a default journaling mode when that filesystem is created; by default, all EXT3 filesystem are
created with a default journaling mode of ordered, which means that only filesystem meta-
data changes are logged to the journal, but all pending changes to filesystem data itself are
written to disk before filesystem metadata changes are committed.

You can use the mount command’s data=mode option to override the default journaling mode
assigned to an EXT3 filesystem when it is mounted. Possible values for mode are the three
journaling modes journal, ordered, and writeback. As an example, the following mount
command mounts the partition /dev/hdab on the directory /mnt as an EXT3 filesystem with
the writeback journaling mode:

mount -t ext3 -o data=writeback /dev/hdab /mnt
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ReiserFS mount options

When introducing ReiserFS earlier in this chapter, we discussed the way that ReiserFS can
optimize the storage requirements of files smaller than the filesystem block size and the ends
of files that are not aligned to the block size by actually storing those files in the b-tree. The
latter saves space overall but can add some overhead because of the need to allocate space
for the b-tree and balance the tree. If you wanted to stop this from happening at a slight sacri-
fice of disk space (about 5 percent or 6 percent of the filesystem), you can pass the notail
parameter when you mount the filesystem using -o notail:

mount /dev/hdab5 /mnt -o notail

Another option that you can specify when mounting a ReiserFS filesystem is to disable jour-
naling. To turn off journaling, add the no1og parameter to the options that you supply to the
mount command. At the time of this writing, the Reiser filesystem actually still executes its
journaling algorithm internally when this option is specified but simply does not write this
data to disk, so this option will provide only a slight increase in performance at the potential
detriment of reliability should your system crash while a process is writing to the filesystem.

General mount options

The mount options discussed in the previous sections were specific to certain types of
filesystems. This section discusses mount options that can be used with any type of filesys-
tem and are therefore generally useful options to consider when fine-tuning your system.

When a file in a filesystem is accessed by the system or an application, its access time is
updated in the entry associated with that file. This information is stored in the file’s inode

for Unix and Linux filesystems, or in the filesystem-specific data structure for other types of
filesystems. If you and your applications do not need to know when the file was last accessed
(either by writing to the file or by simply reading it), you can tell the filesystem that it should
not update this. If you are accessing thousands of files, this can add up to a tremendous sav-
ings in processing time and can dramatically improve performance when an application deals
with a large number of files.

To stop the access time from being updated each time you simply examine a file in a mounted
filesystem, you can mount the filesystem with the noatime option, as in the following example:

mount /dev/hda5 /mnt -o noatime

If you share external disks with other Linux systems, you might want to consider disabling
the use of the s bit on executables in the filesystems on the external disk. The s bit (set user
ID on execution) was explained in Chapter 2. You can disable all uses of the s bit within a sin-
gle filesystem by mounting it with the nosuid option, as in the following example:

mount /dev/sdal /mnt -0 nosuid

This command mounts the partition /dev/sdal on the directory /mnt and ensures that no
programs in that filesystem whose s bit is set will be able to take advantage of that fact to
execute as a privileged (or specific other) user.

Three final mount options that are generally useful are ro, rw, and remount. When mounting
external or remote partitions, you may occasionally want to mount them read-only so that
you cannot accidentally change their contents. You would do this by specifying the ro (read-
only) option when mounting the filesystem, as in the following example:

mount /dev/sdal /mnt -0 ro

After examining the filesystem, you may find that you want to modify some of the files that it
contains or simply add other files to that filesystem. You can always do this by unmounting
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the partition and remounting it without the ro option. However, the mount command pro-
vides some shortcuts in this process, enabling you to automatically remount a mounted
filesystem in a different mode (such as rw, read-write) by using the rw and remount options
together, as in the following example:

mount /dev/sdal /mnt -0 rw,remount

This command simply updates the mode in which the filesystem is mounted without explic-
itly unmounting it.

Mounting a CD or DVD

DVD and CD devices are slightly different than hard drives because they can consist of only a
single partition and cannot be written to when mounted. Mounting a CD or DVD in SUSE is
now automated, as the system senses when a new disk has been inserted. When you actually
try to access the CD or DVD, the kernel mounts the device automatically for you. This is
something that Windows and Macintosh users will be used to as they have had this luxury for
quite a while.

To mount a CD or DVD manually, you can also use the mount command. SUSE will create a
directory under /media that represents your optical device. Different directories will be cre-
ated under /media depending on the type of optical disk that you are mounting. The directo-
ries /media/cdromand /media/dvd are commonly created for CDs and DVDs, respectively.
A device-specific directory may also be created. For example, on an IBM Thinkpad X21 with
an external CD drive, the /media directory also contains a directory named usb-storage-
0000000001194703:0:0:0, whose name was created from the USB type and device informa-
tion for that external CD drive.

Because optical devices do not have partitions, you access the whole disk. IDE-based CD or
DVD devices are associated with a /dev/hdx device in the same way as any other IDE device.
If your CD/DVD drive is connected to the first port on the secondary IDE bus (as is usual on
most PC systems) you would access it via /dev/hdc. You could therefore manually mount the
disk by issuing the command mount /dev/hdc /media/cdrom.

During the installation, YaST actually creates a link to your optical media device in /dev so
that you do not have to deal with the details of where your optical drive is. If you have a stan-
dard CD drive, this is linked to /dev/cdrom. For a CD recorder this is /dev/cdrecorder, and
for a DVD drive it is /dev/dvd.

Automatically mounting filesystems

The /etc/fstab file is used to store information about filesystems that have been perma-
nently defined for the system. This includes the swap partition and the root partition, as well
as any other partitions created during installation. The fstab file proves very useful if you
create new partitions that you will be using on a permanent basis and that need to be inte-
grated into the system whenever the system is booted. During bootup, the initialization of
the system attempts to mount all of the filesystems in the fstab file unless the noauto option
has been added to the options for a specific filesystem.

In this example, we add the new Reiser filesystem we created, and we mount it under /spare
automatically at each system boot.

- Cross- ‘X To edit the /etc/fstab file or files like it, you need to work with a text editor. For more
| Refere’llcfr_\l information on text editors, take a look at Chapter 11.
P



92

Part| + SUSE Linux Basics

To add a filesystem to be automatically mounted at bootup, you need to add a line to the
fstab file that specifies the partition, mount point, filesystem type, your options, and some
system information about backups and mount order:

/dev/hdab /spare reiserfs default 00
The line you add to fstab is made up of the following fields:
4 Column 1— The partition you wish to mount.
4 Column 2—The directory you wish to mount the filesystem under.
4 Column 3 —The filesystem type (the same that is passed to mount -t).
4 Column 4 — A comma-delimited list of filesystem options (noatime, notail, and so on).

4 Column 5 — Specified dump priority. The value “0” in this field means “do not back up
this filesystem.”

4 Column 6 — The order in which the filesystem should be checked. If this is a journaling
filesystem, this is not needed as a filesystem check is run when the filesystem is mounted
by the filesystem driver. The value “0” in this field means “do not perform this check.”

Unmounting Filesystems

The discussions of mounting filesystems in the previous sections wouldn’t be complete with-
out a parallel discussion of unmounting those filesystems. Unmounting a filesystem removes
the association between that filesystem and the directory in which it was mounted. In the
case of removable media such as a CD, you will not be able to remove the CD from your drive
unless it is first unmounted.

Unmounting a filesystem is done using the umount command (note the missing n). You must
be the root user or be executing using root privileges to unmount a filesystem. To unmount a
filesystem, simply specify the name of the partition, filesystem, or its mount point on the
umount command line. For a USB CD drive (/dev/cdrom) that is actually the physical device
/dev/sr0 and is mounted at /media/cdrom, the following three commands are equivalent:

# umount /dev/cdrom
# umount /dev/sr0
# umount /media/cdrom

The one catch when unmounting a filesystem is that you cannot unmount a filesystem when
any process is using any file on that directory. This includes processes that you might easily
overlook, such as a bash shell in which you have simply cd’d to somewhere in the filesystem
that you want to unmount. Before unmounting a filesystem, you must cd out of that filesys-
tem or terminate any processes that are using that filesystem in any way:.

Identifying the processes that are using or accessing a mounted filesystem can be tedious,
especially if you have multiple applications, konsole windows, or xterm windows open on
your system. To save time, SUSE provides two convenient commands as part of its Linux dis-
tribution, the 1sof (list open files) and fuser (find user) commands.
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4+ To use the 1sof command to identify the files open on a specific filesystem, simply
provide the name of that filesystem or its mount point as an argument to the 1sof
command, as in the following example:

# 1sof /dev/cdrom

COMMAND PID USER  FD  TYPE DEVICE SIZE  NODE NAME

bash 4317 root cwd DIR 11,0 2048 710656 /media/cdrom
vi 4365 root cwd DIR 11,0 2048 710656 /media/cdrom

The output of this command shows that the root user has two active processes that are
using the filesystem on your CD device: a bash shell (process ID 4317) and the vi text
editor (process ID 4365). You can either terminate the processes manually by using the
ki11 command and specifying the IDs of the processes that you want to terminate, or
you can use the fuser command to do this for you.

4+ The fuser command shows any processes associated with a specific file on a mounted
filesystem. For example, to see any processes that have the file
/media/cdrom/Future_ReadME.txt open, execute the fuser command with the name
of this file as an argument, as in the following example:

# fuser -m /media/cdrom/Future_ReadME.txt
/media/cdrom/Future_ReadME.txt: 4317c 4365c

The -m option is required to specify the name of the file that you want information
about. To terminate this process, you can add the fuser command’s -k option, as in
the following example:

# fuser -mk /media/cdrom/Future_ReadME.txt
/media/cdrom/Future_ReadME.txt: 4317c 4365¢c

Be very careful when using the fuser command’s -k option. This option terminates any
processes that are accessing any component of the full path of the filesystem that you spec-

' 1 ify, which is generally fine for a path such as /media/cdrom, but which can kill many more

processes than you expect if you specify a path such as /home. The files you can kill are
restricted to those you are authorized to terminate —which is all processes if you are logged
in as root.

Filesystems are an integral part of Linux and operating systems in general, and understanding
them and how they work is very important to the use, performance, and optimization of a
system. Filesystems are the lifeblood of a system because the primary purpose of computers
is to create, manipulate, and display data, which must be stored in a filesystem of some sort.
The filesystems created during the SUSE installation process are set up with default settings.
As you become more of a Linux expert or simply want to experiment, you may find it interest-
ing to see how the different mount options and types of filesystems discussed in this chapter
can help improve the performance or reliability of your system. Faster is always better, so
understanding the types of filesystems to use and how to use them is something that a system
administrator has to deal with at every juncture of his or her career, and if you are working
with SUSE on you home computer system, you are officially a system administrator.
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The SUSE System

The chapters in this part describe booting your Linux system and
help you understand your Linux network. The chapters also cover
documentation sources, logging, and the X Window system, as well as
the use of YaST for system configuration.
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